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Features
e BLE IAS Service GATT Server role operation
e DeepSleep mode support

e LED status indication

General Description

This example project demonstrates the Find Me Profile operation of the BLE PSoC Creator
Component. The Find Me Target utilizes the Find Me Profile with one instance of Immediate
Alert Service to display the alerts if the Client has configured the device for alerting. Find Me
Target operates with other devices which implement the Find Me Locator Profile. The device
switches to the DeepSleep mode between BLE connection intervals.

Development Kit Configuration

Configure your device as follows:

e Green LED (port 3 pin 6) is used to indicate advertising state.

e Red LED (port 2 pin 6) is used to indicate BLE disconnection state.
e Blue LED (port 3 pin 7) is used to indicate alerts.

Project Configuration

The top design schematic is shown in Figure 1.
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The green LED is used to indicate that the device is advertising.
The red LED is used to indicate that the device is disconnected.
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Sk Blue LED is used to indicate alerts.

BLE component configured
to demonstrate operation
of Find Me Target device.

Note: This is a basic BLE example and it isn't optimized for power (LEDs, CPU power mode are not optimized for lower power consumption)

Figure 1. Top design schematic

The BLE component is configured as Find Me Target in the GAP Peripheral role with the
settings shown in the figures below.
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Configure 'BLE' ? hd
Name: |ELE
General,/ Profiles | GAP Settings | L2CAP Settings | Advanced | Builtdn | qb
'::’ Add Descriptor ~ X ﬁ' lﬂ' | Characterstic: Alert Lewel
% i B |Ga @ LLE| | The level of an alert a device is to sound. If this level is changed while the alert is
being sounded, the new level should take effect.
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Figure 2. GATT settings

Configure 'BLE' ? st
Name: |ELE |
: General }/Proﬁles)/GAP Settings ]/LECRP Settings }/Advanced }/BL.uIt—m ] 4 bk
I"ener:!l Device address
E| F‘enpheml role
Pub ad D-Co )
© ... Advertisement settings ublic address (Comparty mpary assigned)
Advertisement packet [] Silicon generated "Company assigned” part of device address
Scan response packet
. You can use the user configuration section of the supervisory flash
- Peripheral prefermed conne| | 1) to store the public device address for mass production.
..... Securit)'
Device name: |Fir1d Me Target |
Appearance: |Ge'1enc Keyring w |
Attribute MTL size (bytes): 23 lil
Link layer max TX payload size bytes): |27 =
Link layer max RX payload size (bytes):
Adv/Scan TX power level (dBm):
Connection TX power level ([dBm):
< >
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Figure 3. GAP settings
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Configure 'BLE' ? hd
Name: |ELE
General | Profles, GAP Settings | L2CAP Settings | Advanced | Builtn | qb
Gerjeml Discovery mode: | General v |
Peripheral role
Advertisement seftings Advertising type: Connectable undirected advettising |
Filter policy: |Scmmmest:.°rwl€ornedmm:hy V|
Advertising channel map: |.PI channels A4 |
Advertising interval
Fast advertising interval:
Minimurm (ms): 20 =
Maximum {ms}): 30 El
[~ Timeout (s): 30 El
[] Slow advertising interval:
Minimum (ms):
Maimum {ms):
< > /| Timeout (s):
Restore Defaults
o] [ ] [oeed
Figure 4. GAP settings -> Advertisement settings
Configure 'BLE' 7 >
Name: |ELE
General | Profiles,”” GAP Settings | L2CAP Settings | Advanced | Builtn | 4
Advertisement data settings: Advertisement packet:
Name Walue ~ Description Value Index
i General discoverable mode i Length 002 |[0]
BR/EDR not supported = <<Flags>> o1 ([
. BR/EDR not supported | General discoverable mode | 0x06 21
Length =03 ki
Bb-<< Complete list of 16-bit UUIDs availablex> O3 1)
] Immediate Alert = Service: Immediate Alert
[1] 18 6l
< >
Restore Defaults
[oc | I [ o
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Figure 5. GAP settings -> Advertisement packet
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Configure 'BLE' ? >
MName: |BLE
General | Profles / GAP Settings | L2CAP Settings | Advanced | Builtdn | q b
Gef.1e|T:|I Scan response data settings: Scan response packet:
(=)~ Peripheral role
i b Advertisement settings Name Value " Description plalue l 2
e Cvmcenttones
0e0F ]
0«03 )]
F Oxd6 i)
i 063 |3
n OxGE A
d OxB4 2]
020 [E]
M 0edD  ([7]
e 065 |[8]
020 &)
il Ox54 o
‘3 Ox61 [
< T 072 3
] ver ||,
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Figure 6. GAP settings -> Scan response packet

Configure 'BLE' ? >
Name: |BLE |
General | Profles,”” GAP Settings | L2CAP Settings | Advanced | Builtdn | 4 b
----- General ]
EI F‘:enpheml role Securty mode: | Mode 1 " |

...-Mveﬂ?semerﬁseﬁings Security level: |NOS ty (No ication, No — V|

- Scan response packet Strict pairing: |Nn o |
- Peripheral prefermed conne!

Security Keypress notifications: |Nn - |
140 capabilities: | No Input No Output e |
Bonding requirement : | No Bonding ™ |

Maximum bonded devices:

| Auto populate whitelist with bonded devices

Maximum whitelist size (hardware):

Enable Link Layer Privacy

Maximum resolvable devices:

< > Encryption key size [bytes): 16 El

Figure 7. Security settings
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Project Description

The project demonstrates the core functionality of BLE component configured as a Find Me
Target.

Right after startup the device performs initialization of the BLE component. In this project two
callback functions are used for BLE operation. One callback function (StackEventHandler()) is
required for receiving generic events from the BLE, and the other (lasEventHandler()) is
required for receiving events from the Immediate Alert Service. The
CYBLE_EVT_STACK_ON event indicates a successful initialization of the BLE Stack. After
this event is received, the component starts advertising with the packet structure as
configured in BLE component customizer (see Figure 5). The BLE stops advertising once the
30 seconds advertising period expires. On advertisement event timed out the device will go to
low power mode (Stop mode) and wait for device reset event to wake up the device again.

You can connect to the Find Me Target device with BLE 4.0 or BLE 4.1 compatible device
configured in GAP Central role and capable of discovering Immediate Alert service and Alert
Level characteristic. To connect to Find Me Target device, send a connection request to the
device when the device is advertising. The green LED is turned on while the device is
advertising. If the Client is connected to the Find Me Target, then the Alert Level
Characteristic can be written to trigger alerts on the remote device. If the Alert Level is set to
CYBLE_MILD_ALERT, then the blue LED starts blinking. If the Alert Level is set to
CYBLE_HIGH_ALERT, then the blue LED is turned on. To clear the alerts, send a request
from the Client to set the Alert Level Characteristic to CYBLE_NO_ALERT. The alerts are
also cleared when the connection with the Client is canceled or lost.

While connected to a Client and between connection intervals, the device is put into
DeepSleep Mode.

You can use CySmart mobile app (Android / iOS) to switch Alert Level between Low, Mild
and High states:

y
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https://play.google.com/store/apps/details?id=com.cypress.cysmart
https://itunes.apple.com/us/app/cysmart/id928939093

PSoC® Creator™ Example Project BLE Find Me Profile

= Services

Find Me

Q

No Alert
Mid Alert

High Alert

Cancel

Figure 8. CySmart Android app Figure 9. CySmart iOS app is
discovered Find Me service changing Immediate Alert Level

Expected Results

Green LED is turned on when the device is advertising.
Red LED is turned on when the device is in hibernate mode.
Blue LED is blinking or turned on when the device is alerting.

The simple example how to use CySmart Windows application as Find Me profile client is the
next:

e Connect the CySmart BLE dongle to a USB port on the PC.

e Launch CySmart app and select connected dongle in the dialog window.
e Reset the development kit to start advertising by pressing SW1 button.

e Click Start Scan button to discover available devices.

e Select Find Me Target in the list of available devices and connect to it.

e Click Discover All Attributes, select the Alert Level characteristic value and write “1”
value in it (mild alert):

e
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== |

File Tools Help
9. Select Dongle ®& Configure Master Settings %€ Manage PSMs u Disconnect

Master | Find Me Target [00:A0:50:00:00:03]
Mgbtes Attribute Details | Send Commands

Discover All Attributes Pair | £ Enable All Notifications View: | Cat - = . -
Eaan = | Handle: <D00E

Handle uuib UUID Description Value Properties “ | UuiD: x2A06

- Primary Service Declaration: Genenc Afifoute UUID Description:  Alert Level £
=} Primary Service Declaratior(_ Immediate Alert ) Vo
- Be000C 02800 |Primary Service Declaration | 02:18 (Immediate Alet) 2 0 )
- Characteristic Declaration: Alett Level L~ i
[= Q000D 2803 Characteristic Declaration | 04:0E:00:06:2A
| Read Value| ~ | (Wiie Value Without Response)™ | _

Attributes | LZCAP Channels

m Clear Log Bﬁave Log

15:41:824] . __Status: BILE STATUS QK /
595] rite Characterstic Value Without Response’ request sent

Attribute Handle: kDD0E

Value: [01]

9

e Observe the blue LED is blinking.
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© Cypress Semiconductor Corporation, 2009-2016. The information contained herein is subject to change without notice. Cypress Semiconductor Corporation assumes no responsibility
for the use of any circuitry other than circuitry embodied in a Cypress product. Nor does it convey or imply any license under patent or other rights. Cypress products are not warranted nor
intended to be used for medical, life support, life saving, critical control or safety applications, unless pursuant to an express written agreement with Cypress. Furthermore, Cypress does
not authorize its products for use as critical components in life-support systems where a malfunction or failure may reasonably be expected to result in significant injury to the user. The
inclusion of Cypress products in life-support systems application implies that the manufacturer assumes all risk of such use and in doing so indemnifies Cypress against all charges.
PSoC® is a registered trademark, and PSoC Creator™ and Programmable System-on-Chip™ are trademarks of Cypress Semiconductor Corp. All other trademarks or registered
trademarks referenced herein are property of the respective corporations.

Any Source Code (software and/or firmware) is owned by Cypress Semiconductor Corporation (Cypress) and is protected by and subject to worldwide patent protection (United States and
foreign), United States copyright laws and international treaty provisions. Cypress hereby grants to licensee a personal, non-exclusive, non-transferable license to copy, use, modify, create
derivative works of, and compile the Cypress Source Code and derivative works for the sole purpose of creating custom software and or firmware in support of licensee product to be used
only in conjunction with a Cypress integrated circuit as specified in the applicable agreement. Any reproduction, modification, translation, compilation, or representation of this Source Code
except as specified above is prohibited without the express written permission of Cypress.

Disclaimer: CYPRESS MAKES NO WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, WITH REGARD TO THIS MATERIAL, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. Cypress reserves the right to make changes without further notice to the materials described
herein. Cypress does not assume any liability arising out of the application or use of any product or circuit described herein. Cypress does not authorize its products for use as critical
components in life-support systems where a malfunction or failure may reasonably be expected to result in significant injury to the user. The inclusion of Cypress’ product in a life-support
systems application implies that the manufacturer assumes all risk of such use and in doing so indemnifies Cypress against all charges.

Use may be limited by and subject to the applicable Cypress software license agreement.
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