Power Loss During the Write Register (WRR) Operation in Serial NOR Flash Devices
— KBA221246
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Question: What happens if there is a sudden power loss during the Write Register operation (WRR) in Serial NOR devices?

Answer: In the event of sudden power loss or flash reset during the Write Register operation, it is possible for the register values to become
corrupted, which may change the behavior of the flash device in the system. The worst case is the system becomes nonfunctional because the
flash configuration differs from the flash configuration assumed by the system. Per AN200381 - Best Practice for WRR Command for SPI Devices,
the best practice is to only use the WRR command while the system is guaranteed to be running under continuous power. In practice, this means
the WRR command should only be used during production programming, and it should never be used during normal system operation.

The most common reason to use the WRR command is to turn the QUAD bit ON or OFF. If multiplexed (hon-I/O) pin functions are not used, there is
no harm in leaving QUAD=1 as the standard register setting — in this state, your system can use single-1/O, dual-1/0 and quad-1/O at will.

Note that the nonvolatile and one-time programmable (OTP) bit states for the Status Register and the Configuration Register are stored in a single
hidden flash sector. This means that any interrupted WRR operation on the Status Register alone (8-bit WRR command), or on the Status Register
and Configuration Register together (16-bit WRR command), can corrupt any nonvolatile or OTP bit within both registers. The reason is that
program and erase operations on this hidden flash sector are vulnerable to interruption, just as program and erase operations on the main flash
array are vulnerable to interruption. The difference is the user-level recoveries that can be used to recover interrupted operations on the main flash
array cannot work on the hidden flash sector due to the additional logic that applies to the OTP bits within the registers.

For Cypress SPI flash devices that do not also have volatile copies of the Status and Configuration registers, like the S25FL-S family, the advice
given above applies. For newer Cypress SPI flash devices that have non-volatile and volatile copies of the Status and Configuration registers, the
best practice given above only applies to the non-volatile registers; the system may change the volatile copies of the registers at will.
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Related Categories:

Keywords: Chip select, Serial NOR, VCC, power up, power down, S25FL256L, S25FL128L, S25FL064L, S7T0FLO1GS,
S25FL512S, S25FL256S, S25FL128S, S7T0FS01GS, S25FS512S, S25FS256S, S25FS128S, S25FS064S,
S25FL164K, S25FL132K, S25FL116K
Product Family: [Type the ORACLE Family listed under section Attachment 2 - Product Divisions Financial Reporting Structure in
Spec 00-00077. Multiple products can be selected]
Related Tags: [Select the Tags by clicking the checkbox associated to the Tags]

Clocks & Buffers Tags
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|:| Adapter |:| Algorithm |:| Bitmap |:| Buffer |:| Bypass |:| CLKMAKER

[ lem [ 1cyse70 [ lcyse72 [ 1cyse7s [ ] cy3e800 [ ] cascade

|:| Charge Pump |:| Clock Tree |:| Clocks |:| Clocks and Buffers |:| ComLink |:| Crystal Oscillators
|:| CyClock |:| CyClockWizard |:| CyberClocks |:| CyberClocks Online |:| Cycle to Cycle |:| DCXO

|:| Delay |:| Deterministic Jitter |:| Differential |:| Divider |:| Duty Cycle |:| EMI
Erfi?:]z%izd |:| Ent |:| Entrant |:| FNOM |:| Factory |:| Failsafe

|:| Fanout |:| FastEdge |:| Feedback |:| Field |:| Flexo |:| Frequency

|:| Frequency Margining |:| Function Select |:| Generators |:| Ground Bounce |:| HPB |:| HSTL

|:| Hershey Kiss |:| 12C |:| IBIS Model |:| Impedance |:| Input |:| InstaClock

|:| Inverted |:| Jed |:| Jedec |:| Jitter |:| LVCMOS |:| LVDS

|:| LVPECL |:| Layout |:| Lexmark Profile |:| Loop Bandwidth |:| MoBL |:| Modulation Rate
|:| Multiplier |:| NzDB |:| Non-Volatile Memory |:| OoTP |:| Offset |:| Oscillator

[ ] output [ ] overvoltage [ ] PCI Express [ ]PLL [ ]PPMm [ ] PREMIS

|:| Period |:| Phase |:| Phase Noise |:| Power Supply Noise |:| Program |:| Programmable
|:| Propagation |:| Pullability |:| RMS |:| Rambus |:| Random Jitter |:| Reference

|:| Rise Fall Time |:| RoboClock |:| Schematic |Z Serial |:| Signal Integrity |:| Skew

|:| Socket |:| Specialty Clocks |:| Spread % |:| Spread Aware |:| Spread Profile |:| Spread Spectrum
|:| Synthesizer |:| TCXO |:| TIE |:| Termination |:| Thermal |:| Translator

|:| Undervoltage |:| UniClock |:| Unit Interval |:| VCO |:| VCXO |:| Volatile Memory
(] voltage Droop [ ]xce [ ] xDbRrR [ ]xo [ ] xtal [ ]zDB

|:| Zepto

Lighting & Power Control Tags

Eyg:’tard ("] Boost Regulator Eg'a‘lft';r [ cyazel [Jcyazer | []cvazes
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|:| CY3269 |:| Color Mixing |:| Current Sense |:| DALI |:| DMX |:| FN Pins
|:| Hysteretic |:|
[ ] HBLEDs Controller [ ] MOSFETs L] mPPT Modulators [ ] Prism
[] . [ ] switching . [ ] voltage
Programming D SSDM D Schematics Regulators D Trip Regulator
Wireless/RF Tags

2.4 GHz 8DR Antenna Audio gile Bridge
[] [] [] [] [ ] AgileHID []
[ ]cys271 [ ] cys630 [ ] cva636 [ ] cvae72 [ ]cyFi [ ] cyFisnp
[ ] cYRF6936 [ ]cYrF7936 | [ ] channel [ ]obR [ ] Dsss [ ] GFsk

HID HUB IRQ . Keyboard Link Budget
= = = e |O =

Mouse Node PMU PN Code PRoC PRoC-CS
[] [] [] [] [] []
[ ] PRoC-EMB [ ] PRoC-TT [ ] PRoC-USB [ ] PRoC-UI [_] Power Amplifier [ ] Preamble

Pseudo Noise code RF RSSI Range Remote SCD
[] [] [] [] [] []
|:| SDR |:| SOP |:| SPIM |:| Star-Network Protocol |:| Streaming |:| Trackpad
|:| Wireless U|:|S|;Nireless E Wireless USB |:| Wireless USB LS |:| Wireless USB LR E Wireless USB
|:| Wireless Capacitive
Touch D D D D D

Memory Tags
|:| Address Bus |:| Async |:| Automotive |:| Autostore |:| BHE / BLE |:| BUSY
|:| Battery Backup |:| Burst |:| Bus Contention |:| Clock |:| DDR |:| Data Bus
|:| Data Integrity D Da’Fa |:| Datasheet |:| Dual Port |:| Echo Clocks |:| FIFO
Retention
[ 1FPGA [ ] Flags [_] Flowthrough [ Fuliflex [ ] FRAM [ ]HOLD
[ ] HD-FIFO [ ]HsB [Tiec []INT L] Impedance | 7| iarface
Matching
|:| Interleaving |:| JTAG |:| Junction Temperature |:| Low Power |:| MSL |:| Migration Path
[ ] MoBL [ ] Models [ ] NoBL [ JobT [ ] obsolete [ lpcB
[] []
. . Part Part

|:| PLL /DLL |:| Packaging |:| Parallel |:| Parity Decoder Difference
|:| Password |:| Pin |:| Pipeline |:| Power Consumption |:| Power On |:| Processor
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Protection Configuration State

|:| Qualification . |:| Race
[ ]oDR Reports [ ] Quality [ ] RECALL [ ]rTC Condition
[ ] Read [ ]sER [ ]spcm [ ] sPi [ ] sraM [ ] serial
|:| Signal Integrity |:| Sync |:| Technology |:| Termination |:| Timing |:| Vcap

[ ] voltage [_] Width / Depth .
|:| Vddq Levels |:| Vref Expansion |:| Write |:| NnvSRAM
|:| uPower |:| |:| |:| |:| |:|
Interface Tags
[ ] 10B/8B Decoder []3 Level Inputs [ ] ALDEC []AaT™m [ ] Altera [ ]BIST
[ ]BsDL [ ] Biasing [ ]cor [ ]cmL [ ]cpLD [ ] cy3900i
[ ] cy39s50i [ ]cyussisrpc | [ ] cable [ ] cable Driver [_] channel Bonding [ ] Clock Multiplier
|:| Clocking Modes |:| Coaxial Cable |:| Copper Cable |:| Coupling |:| Crystal |:| Current
|:| DvB |:| Data Character |:| Data rate |:| Delta39K |:| Deserialize |:| Deserializer
|:| Dual Channel |:| EPLD |:| EPROM |:| ESCON |:| Elasticity Buffer |:| Equalizer
|:| Error Ealric\j/aluation |:| FPGA |:| Fiber Optics |:| Flash370i |:| Framer
|:| Framing Character |:| Framing Mode |:| Gigabit Ethernet |:| Hex Egigh Speed Serial |:| Hotlink
[ ] Hotlinki [ ] HotlinkIl (] [ isr [ ] Jtag L]l
|:| LVTTL |:| Logic Level |:| Loop Back |:| Macrocell |:| Max340 |:| Model
|:| Non-Volatile |:| OC-1 |:| OC-2 |:| OC-3 |:| Operating System |:| PAL
[ ]PECL [ ]PLD [ ]pPLL [_] Parallel Input [ ] Parallel Output [ ] Parity
|:| Phase Align Buffer |:| PoF IPZOIinF;omt To Mult |:| Point To Point |:| Power Supply |:| Programming
|:| Quad Channel |:| Quantum38K |:| Receiver g);ecovered |:| Redundant Outputs |:| Reference Clock
[ ] Report File Eprogrammable [ ]smA [ ] sMPTE [ ] SMPTE-259M [ ] sSMPTE-292m
[ ] SONET [ ]spPicE [ ]spPLD [ ]sTAaPL [ ]svF [ ] serial Input
|:| Serial Output |:| Serializer |:| Simulator |:| Size |:| Special Character |:| Specification
|:| TTL |:| Temperature |:| Third Party Tool |:| Transceiver |:| Transmitter gbLIJeSBISRPC
|:| Ultra37K |:| User Guide |:| VHDL |:| Verilog |:| Voltage |:| Warp
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Programming

|:| Word Sync

Sequence

PSoC 1 Tags

|:| ADC |:| ADCINC |:| Analog |:|Analog Bus |:| API |:| Assembly Language

|:| Boot.asm |:| Bootloader |:| BSDL Files |:| Build Errors |:| Calibration |:| Capsense

|:| Clock S|:y|nc(r:1|rc:30nkization |:| Cloning |:| Column Clock |:| Communication |:| Comparator
Compiler Counter CPU Speed Crystal CT Block DAC

[] [] % [] [] %

. . Delta Sigma . .- Dynamic

|:| Debugging |:| Decimator ADC |:| Development Kit |:| Digital Reconfiguration

[ ] ECO [ ] EEPROM [ ] Errata [ ] Filter X Flash [ ] Flash Security
Global Resources GPIO Hex File 12C [2C-USB Bridge ICE Cube

[] [] [] [] [] []

|:| Installation |:| Internet Explorer |:| Interrupt |:| ISR |:| ISSP |:| Large Memory Model

|:| LCD |:| License |:| MAC |:| MiniProgl |:| MiniProg3 |:| Mux

|:| Mux Bus |:| OoCD |:| Offset |:| Pod |:| Port and Pins |:| Power Management

Ilgmgfgcr)rgj;grion L] Pwm [ Ram [1RrTc [1sAR [] sc Block

[]smp [] sPi Esigzsmm Level [ ] Timer [] UART [Juss

|:| USBUART |:| Watchdog |:| Amplifier UM |:| Analog Reference |:|Analog UM |:| Build Tools

[ ] communication UM | [_] CRC UM [1cyri [ ] Device [] Digital UM [ ]DT™F

|:| Fan Controller UM

|:| Firmware UM

[ ] FMEA

|:| Port Expander

|:| PSoC Power
System Architecture

|:|Voltage Sequencer UM

PSoC 3/4/5 Tags

Component Tags

|:| Analog Hardware
Mux

|:| Analog Mux

|:| Boost Converter

|:| Bootloader /
Bootloadable

[ ]caN

|:| CapSense_CSD

|:| Character LCD

[ ] clock

|:| Comparator

|:| Control / Status
Register

|:| Counter

[ ]crc

|:| DAC |:| Debouncer |:| Delta Sigma ADC |:| DFB |:| DFB Assembler |:| Die Temperature
|:| Digital Comparator |:| Digital Multiplexer |:| DMA |:| EEPROM |:| emFile SPI Mode |:| EMIF
|:| EzI2C Slave |:| Fan Controller |:| Filter |:| Frequency Divider |:| Glitch Filter |:| Global Signal
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Reference

[ ] Graphic LCD [ ]12cn2s [ ]iap [ ] Interrupt [ ]LIN [ ] Logic Gates

|:| Lookup Table |:| Manual Routing |:| MDIO |:| Mixer |:| Opamp |:| PGA

|:| Ports and Pins |:| Power Monitor |:| PRS |:| PWM |:| Quadrature Decoder |:| Resistive Touch

[JrTC [] RTD Calculator aDndia;‘ dp'e /Track | ] sar ADC [] SAR Sequencer [] segment LCD

[ ]sGpPio [ ] shift Register [ ] Sleep Timer [ ]sM/PMBus [ ] sPDIF [ ]sPI

|:| Thermistor |:| Thermocouple .

|:| Sync Calculator Calculator |:| TIA |:| Timer |:| TMPO5 Interface

[ ] TrimMargin [ ] UART [ ] UDBCIKEN [ ]usBFs [ ] usBMmIDI [ usBuarT (cDC
Interface)

|:| Voltage Fault

Detector |:| Voltage Sequencer |:| Vref |:| WaveDAC

General Tags

|:| Analog Bus |:| Analog Global Bus |:| Analog Mux Bus |:| API |:| Application Specific |:| Assembly Language

|:| Bootloader Host

|:| Boundary Scan /
BSDL

|:| Bridge Control
Panel

|:| Build Settings

[ ] Clock

|:| Compiler - GCC

|:| Compiler - KEIL |:| Compiler - MDK |:| Compiler - RVDS |:| Cortex-MO |:| Cortex-M3 |:| Creator Registration
|:| Custom Component |:| Datapath . .
Interconnect Configuration Tool D Debugging D DMA Wizard D DVK D ECO
|:| Errata |:| Error Message |X| Flash |:| Hex File |:| Installation |:| ISSP / HSSP
|:| KEIL Registration |:| Linux Platform |:| Low Power Modes |:| LVD / HVD |:| MFi |:| MiniProg3
o [ ]Psoc
|:| Optimization |:| Programmer COM |:| PSoC Creator Programmer |:| Reset |:| RTOS
. . |:| Software |:| System Reference
|:| Schematic |:| Silicon Download |:| STA |:| Supply Voltage Guide
|:| Verilog |:| Watchdog |:| Windows Platform
Kit Tags
[ ] capSense [ ]cysckiT-0307/

[ ] CAN/LIN EBK

Expansion EBK

[ ] cysckiT-001 Kit

050 Kit

[ ] cysckiT-042 Kit

[] Digital Audio EBK

|:| LCD Segment

|:| Power Supervisor

[ ] Psoc 3/4/5

|:| Thermal Management

[ First Touch Kit Drive EBK L] mFi EBK EBK Processor Module EBK
Touch Sensing Tags
| [ ]ADC ‘ [ ] Air gap ‘ [ ] Backlighting ‘ [ ] Bleeder Resistor ’ [] Bootloader ’ [ ]cmoD
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[ ]csp

[ ]csa [ ]csp Parameters [ ] csbax [ ] cspbabc [ ] csbauTo
[ ]cvy3203A [ ]cvy3213a [ ]cy3214 [ ]cy321s [ ] cY3280-20x34 [ ] cY3280-20xx6
[] cv3280-21x34 [] cvsc2ox34 [] cvsc20xx6 [] cvecoixz4a EPZZECZMXX-CapSense [] cvsc2ax9s
[ ] cyscmBR2044 [ ] capsense Express | [_] Circuit Housing | [_] Conductive Objects [_] configuration [ ] Diplexing
|:| Dynamic
Reconfiguration [ ] EEPROM [ ]EmI [ 1ESD [ ]Errors [ 1FR4
[ ] Filters [_] Finger Threshold [ ] Flex PCB [ ]i2c []12c-USB Bridge [ ]ipAc
|:| Layout .
|:| IMO and Prescaler |:| ITO Guidelines |:| Metal |:| Noise |:| Overlay
|:| Parasitic . . _
|:| PSoC3 CapSense Capacitance |:| Pathfinder |:| Power Consumption |:| Proximity |:| SNR
|:| Scanning . . .
|:| SPI Technigues |:| Schematic |:| Sensors |:| Shield |:| Sliders
|:| SmartSense |:| Tuning |:| UART |:| Water |:| Water Proofing |:|
USB Controllers Tags
[ ] 8051 [ ] AN2131 [ ]aToLP [ ]ATA/ATAPI [ ] ATA Commands [_] Asynchronous
|:| Auto Mode |:| Bandwidth |:| Blaster |:| Bulk Transfer |:| Bus Power |:| C#
[ ]c++ [ ]cATs [ ]cF card [ ]cvy321e [ ]cvy3e49 [ ]cY3654
[ ]cvy3ess [ ]cvy3e60 [ ]cvy3e62 [ ]cvY3664 [ ]cy3674 [ ]cvyses1
[ ]cv3es4 [ ]cvy3ess [ ]cv3ese [ ]cv4605 [ ]cv4e606 [ ]cvs611B
|:| CY4615 |:| CYUSB |:| Clock |X| Compliance |:| Control Center 'Ir:n|e1r(1:s,c1‘)2:r0|
|:| Crystal |:| CyConsole |:| DLL |:| Debug |:| Descriptors |:| Driver
[ ] EEPROM [ ]EZ-HOST [ ]ez-oTG [ ]EZ-USB [ ] Emulation [ ] Encorell
|:| EnCorelll |:| EnCoreV |:| Encore |:| Endpoint |:| Enumeration |:| Errata
[ 1FIFO [ ]Fx [ 1Fx1 [ 1Fx2 [ ]FxoLp [ ] Firmware
|:| Firmware Debug |:| Flags |:| Framework |:| Full Speed |:| GPIF |:| HDD
|:| Hi-Lo . |:| Host

[ JHID [ ]Hx2 [ ] HxaLp Programmer [ ] High Speed Application
|:| Hub |:| 12C |:| ICE |:| IN Transfer |:| Interrupt Transfer |:| Interrupts
'Ir:n|31 rl]z(f);:rhronous |:| Keil |:| Keyboard |:| Layout |:| Library |:| Loader

Low Speed M8A M8B Manual Mode Mass Storage Memory
[] [] [] [] [] []

Document No 002-21246 Rev. **




&2 CYPRESS

EMBEDDED IN TOMORROW™

|:| Nand Manufacturing

[ ] Mouse [ ] NxoLP [ ] NX2LP-Flex X] Nand Flash Utiity [ ]oTP
|:| OUT Transfer |:| Port IO |:| Register |:| Renumeration |:| Report |:| Reset
[ ]sFr [ ]siE [ ]sL811HS [ ] sPi [ ]sx2 [ ] schematic
|:| Schematic Review |:| Screamer |:| Script |:| Self Power |:| Slave FIFO |:| Streaming
[ ] suiteuss [_] synchronous []Tx2 [ ] Tx2uL [ ] Tetra Hub [ ] Throughput
[ ] Timer [ JuART [ ]Jubma [ ]usBFs [ ] USBUART [ ] usBserial
|:| Vendor Command |:| Video Class |:| WHQL |:| WLK |:| cyapi |:| uVision
SuperSpeed
[ ]Fx3 [ ] ADMux [ ] ARM926EJ -S [ ] Bootloader [ ]bmA [ ] Eclipse
[ ] FX3 Power
[ ]Fx3GPIO Management [ ] Fx3 Power supply | [_] FX3 SDK [ ]GPIFN [ ]Hs-0TG
[ ]itaG [ ]JLpP [ Jmsc [ ] oscillator [ ]rTOS [ ]sD card
[] slavefifo [JusB 3.0 TDestUSB Compliance [] USB Host [Juvc ]
|:| FX3S |:| eMMC |:| SDIO |:| S-Ports |:| Bay |:| Benicia
|:| HX3 |:| ASSP |:| Battery charging |:| Bootloader |:| Cortex-MO |:| EEPROM
|:| HX3 Power . .
|:| GPIOs Management |:| HX3 Power supply |:| 12C |:| In-system programming |:| Oscillator
[ ] USB 3.0 hub [ ] USB Shared Link™ [] [] [] []
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Knowledge Base Article Type: [Select the category by clicking the checkbox associated]
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KB Type-1 KB Type-2
|:| ByteCraft
] compiler [_] imagecraft

[ ] Keil

[ ] HiTech

|:| Component Development

|:| Training/Things you should know

|:| Component Architecture

|:| Component/Project management

|:| Datapath

[ ] Analog components

|:| Digital components

|:| Component software/tools

|:| Component Testing

|:| Development Kits

|:| FirstTouch Kit

|:| Development Tools

|:| Device Drivers

[ ] Pullability

|:| Mass Storage

|:| Device Programming

|:| PSoC Programmer

|X| Documentation

|:| Firmware
|:| General
[ ] Digital
|:| Hardware |:| Specifications

|:| Analog

|:| Known Problems and Solutions

|:| Microcontrollers

[ ]s051

[ ]ms

[ ]msc

|:| Modules

|:| Platforms

|:| MacOS X
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|:| Windows
[ ]HID

|:| Protocols |:| 2C

[ ] Quality

|:| Reference Designs

|:| Software

[ ] PSocC Designer

|:| PSoC Creator

|:| User Modules

|:| Analog

[ ] Digital
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