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Scope
 This document aims at providing a quick start guide for users who run Bluez 5.0 tools to 

initialize Cypress Bluetooth Controller, which is connected to Ubuntu Linux machine 
through UART transport.

►For USB transport, check the “USB” slides. 

 For Bluez 5.0 feature and functionality, it is out of Cypress support scope. Please refer 
to http://www.bluez.org/release-of-bluez-5-0/ for Bluez information.
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Download and build user-space tools
 Source 

− http://www.bluez.org/download/

− tar xf bluez-5.??.tar.xz

 Build

− cd bluez-5.??

− ./configure

− make

− sudo make install
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Firmware download and HCI UART bring-up
 Bluez5 hciattach tool has supported firmware run-time RAM download for CY Bluetooth 

parts.

− bluez-5.??/tools/hciattach_bcm43xx.c

− Applicable on all CY Bluetooth parts supporting firmware run-time RAM download

 Firmware .hcd file

− The firmware filename should be started with chip’s default device name, i.e. the local device 
name read back from ROM firmware by HCI_Read_Local_Name (OGF 0x03, OCF 0x0014), and 
be ended with .hcd

• For example, for BCM89335, a valid filename could be 

BCM4335C0_BCM4339_003.001.009.0127.0001.hcd

− Copy and place the .hcd file in Ubuntu system’s /etc/firmware/ folder

 Launch

− sudo hciattach -n –p /dev/ttyUSB0 bcm43xx
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Result of launching hciattach
wcosa@e6400:~$ sudo hciattach -n -p /dev/ttyUSB0 bcm43xx

[sudo] password for wcosa: 

bcm43xx_init

Set Controller UART speed to 3000000 bit/s

Flash firmware /etc/firmware/BCM4335C0_BCM4339_003.001.009.0127.0001.hcd

Set Controller UART speed to 3000000 bit/s

Device setup complete
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Assign Bluetooth device address after firmware download
 Bluez5 bdaddr tool can be used to write a Bluetooth device address into Bluetooth 

Controller after run-time RAM firmware has been downloaded.

− bluez-5.??/tools/bdaddr.c

 Patch to bdaddr source

− Add the highlighted code in the vendor[] structure:

− Then rebuild the bdaddr executable binary



CYPRESS CONFIDENTIAL – YUNC8

Command sequences to update BDADDR
 Set a new BDADDR

− bdaddr -r <Bluetooth Device Address>

− Example: sudo bdaddr -r A1:A2:A3:A4:A5:A6

 Reset Bluez HCI device

− sudo hciconfig hci0 reset
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HCI commands injection 
wcosa@e6400:~$ hcitool cmd --help

Usage:

cmd <ogf> <ocf> [parameters]

Example:

cmd 0x03 0x0013 0x41 0x42 0x43 0x44

“ABCD”

* The OGF of 0x3F is reserved for vendor-specific commands.
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Bluez HCI logging
 btmon -w ./tmp/snoop_bluez.log

− HCI packets display on console, and

− snoop format output in background
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Bluez HCI logging viewer
 To view the snoop file captured by btmon tool, you may

− Use btmon tool to view, e.g. $btmon -r ./tmp/snoop_bluez.log

− Use Wireshark to view
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Bluez HCI logging viewer (continue)
− Import content of btmon captured file into Ellisys Bluetooth Analyzer tool to view

Step-1. File -> Import… Step-2. HCI data, commands and events Step-3. BT Snoop HCI Step-4. Standard and any speed
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Bluez HCI logging viewer (continue)
Step-5. HCI Injection Overview -> HCI 
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bluetoothctl
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Error – “LEAdvertisingManager not found”
 https://stackoverflow.com/questions/41351514/leadvertisingmanager1-missing-from-

dbus-objectmanager-getmanagedobjects
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Cheat-sheet
 Check Bluetooth service running status

− systemctl status bluetooth

 List loaded org.bluez D-Bus interfaces

− dbus-send --system --dest=org.bluez --print-reply / 
org.freedesktop.DBus.ObjectManager.GetManagedObjects

 Enable experimental features in /lib/systemd/system/bluetooth.service

− ExecStart=/usr/local/libexec/bluetooth/bluetoothd --experimental

 Restart Bluetooth service

− sudo systemctl daemon-reload

− sudo systemctl restart bluetooth
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Use ‘btattach’ on UART Transport
 Similar to ‘hciattach’, ‘btattach’ is also able to initialize firmware download and apply 

Bluez HCI protocol on the specified UART port.

 ‘btattach’

− ‘btattach’ calls (relies on) Bluez kernel driver to conduct firmware download process.

− Bluez uses hard coded firmware file /lib/firmware/brcm/BCM.hcd (don’t confuse it with the filename 
used in USB case, refer to previous slide for details).

− Command example -- $sudo btattach -B /dev/ttyUSB0 -P bcm

 ‘hciattach’

− Instead of calling Bluez kernel driver to download firmware, ‘hciattach’ implements the whole 
firmware download procedure in user-space codes.

− ‘hciattach’ looks for firmware file in /etc/firmware/ folder based on the local device name returned 
from HCI_Read_Local_Name (OGF 0x03, OCF 0x0014) command.

− Command example -- $sudo hciattach -n –p /dev/ttyUSB0 bcm43xx
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Example: ‘btattach’ over UART
 Create a soft link in the 

/lib/firmware/brcm/ folder to link 
the ‘BCM.hcd’ name to the 
desired firmware file.

 Run btattach by specifying UART 
port and firmware download 
protocol.
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Firmware Download via Bluez “btusb” Driver
 Bluez “btusb” USB driver will look for a specific BCM-<vid>-<pid>.hcd firmware file in 

the /lib/firmware/brcm/ folder and download it, once the driver detects a plugging-in USB 
Bluetooth dongle with Broadcom VID 0x0a5c.

− e.g. BCM20704 dongle advertises VID=0x0a5c/PID=0x21ff

− Looks for /lib/firmware/brcm/BCM-0a5c-21ff.hcd file

 WARNING ! To work with Bluez USB driver, the firmware .hcd must be built with “NO 
USB Re-enumeration” feature. 
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Example: “btusb” Firmware Download
 Identify the VID & PID of Cypress (Broadcom) Bluetooth Controller,

 Create a soft link in the /lib/firmware/brcm/ folder to link the ‘BCM-<vid>-<pid>.hcd’ name to 
the desired firmware file. For example,
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Example: “btusb” Firmware Download (continue)
 The `dmesg` example log after CYW20704 was successfully loaded with 

“BCM20703A2_001.002.011.0301.0000.hcd” firmware,

 The result of `hciconfig -a`,
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“btusb” Initialization without Firmware Download
 Cypress Bluetooth Controllers come with default ROM firmware which will still be 

functioning on most basic Bluetooth operations. 

 The `dmesg` example log when Bluez USB driver couldn’t find a matching BCM-<vid>-
<pid>.hcd firmware file in the /lib/firmware/brcm/ folder,
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Check USB device details 
 `cat` the /sys/kernel/debug/usb/devices† (/proc/bus/usb/devices), if available, for USB 

device details.

− Make sure system loads “btusb” USB driver to serve the plugged-in Bluetooth device.

• †Need “root” permission to access. Try mounting the debug filesystem (`mount -t debugfs none 
/sys/kernel/debug`) if it isn’t available.

• On Ubuntu, `usb-devices` can be used to display USB devices details.
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