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DISCLAIMER AND COPYRIGHT NOTICE

This disclaimer applies to all draft specifications and final specifications adopted by the Bluetooth SIG Board of Directors (both of
which are hereinafter referred to herein as a Bluetooth “Specification”). Your use of this Specification in any way is subject to your
compliance with all conditions of such use, and your acceptance of all disclaimers and limitations as to such use, contained in this
Specification. Any user of this Specification is advised to seek appropriate legal, engineering or other professional advice regarding
the use, interpretation or effect of this Specification on any matters discussed in this Specification.

Use of Bluetooth Specifications and any related intellectual property is governed by the Promoters Membership Agreement among
the Promoter Members and Bluetooth SIG (the “Promoters Agreement”), certain membership agreements between Bluetooth SIG and
its Adopter and Associate Members, including, but not limited to, the Membership Application, the Bluetooth Patent/Copyright License
Agreement and the Bluetooth Trademark License Agreement (collectively, the “Membership Agreements”) and the Bluetooth
Specification Early Adopters Agreements (1.2 Early Adopters Agreements) among Early Adopter members of the unincorporated
Bluetooth SIG and the Promoter Members (the “Early Adopters Agreement”). Certain rights and obligations of the Promoter Members
under the Early Adopters Agreements have been assigned to Bluetooth SIG by the Promoter Members.

Use of the Specification by anyone who is not a member of Bluetooth SIG or a party to an Early Adopters Agreement (each such
person or party, a “Member”) is prohibited. The use of any portion of a Bluetooth Specification may involve the use of intellectual
property rights ("IPR"), including pending or issued patents, or copyrights or other rights. Bluetooth SIG has made no search or
investigation for such rights and disclaims any undertaking or duty to do so. The legal rights and obligations of each Member are
governed by the applicable Membership Agreements, Early Adopters Agreement or Promoters Agreement. No license, express or
implied, by estoppel or otherwise, to any intellectual property rights are granted herein.

Any use of the Specification not in compliance with the terms of the applicable Membership Agreements, Early Adopters Agreement
or Promoters Agreement is prohibited and any such prohibited use may result in (i) termination of the applicable Membership
Agreements or Early Adopters Agreement and (ii) liability claims by Bluetooth SIG or any of its Members for patent, copyright and/or
trademark infringement claims permitted by the applicable agreement or by applicable law.

THE SPECIFICATION IS PROVIDED “AS IS” WITH NO WARRANTIES WHATSOEVER, INCLUDING ANY WARRANTY OF
MERCHANTABILITY, NONINFRINGEMENT, FITNESS FOR ANY PARTICULAR PURPOSE, SATISFACTORY QUALITY, OR
REASONABLE SKILL OR CARE, OR ANY WARRANTY ARISING OUT OF ANY COURSE OF DEALING, USAGE, TRADE
PRACTICE, PROPOSAL, SPECIFICATION OR SAMPLE.

Each Member hereby acknowledges that products equipped with the Bluetooth wireless technology ("Bluetooth Products") may be
subject to various regulatory controls under the laws and regulations applicable to products using wireless non licensed spectrum of
various governments worldwide. Such laws and regulatory controls may govern, among other things, the combination, operation, use,
implementation and distribution of Bluetooth Products. Examples of such laws and regulatory controls include, but are not limited to,
airline regulatory controls, telecommunications regulations, technology transfer controls and health and safety regulations. Each
Member is solely responsible for the compliance by their Bluetooth Products with any such laws and regulations and for obtaining any
and all required authorizations, permits, or licenses for their Bluetooth Products related to such regulations within the applicable
jurisdictions. Each Member acknowledges that nothing in the Specification provides any information or assistance in connection with
securing such compliance, authorizations or licenses. NOTHING IN THE SPECIFICATION CREATES ANY WARRANTIES, EITHER
EXPRESS OR IMPLIED, REGARDING SUCH LAWS OR REGULATIONS.

ALL LIABILITY, INCLUDING LIABILITY FOR INFRINGEMENT OF ANY INTELLECTUAL PROPERTY RIGHTS OR FOR
NONCOMPLIANCE WITH LAWS, RELATING TO USE OF THE SPECIFICATION IS EXPRESSLY DISCLAIMED. To the extent not
prohibited by law, in no event will Bluetooth SIG or its Members or their affiliates be liable for any damages, including without limitation,
lost revenue, profits, data or programs, or business interruption, or for special, indirect, consequential, incidental or punitive damages,
however caused and regardless of the theory of liability, arising out of or related to any furnishing, practicing, modifying, use or the
performance or implementation of the contents of this Specification, even if Bluetooth SIG or its Members or their affiliates have been
advised of the possibility of such damages. BY USE OF THE SPECIFICATION, EACH MEMBER EXPRESSLY WAIVES ANY CLAIM
AGAINST BLUETOOTH SIG AND ITS MEMBERS OR THEIR AFFILATES RELATED TO USE OF THE SPECIFICATION.

If this Specification is an intermediate draft, it is for comment only. No products should be designed based on it except solely to verify
the prototyping specification at SIG sponsored IOP events and it does not represent any commitment to release or implement any
portion of the intermediate draft, which may be withdrawn, modified, or replaced at any time in the adopted Specification.

Bluetooth SIG reserves the right to adopt any changes or alterations to the Specification it deems necessary or appropriate.

Copyright © 2012-2016. The Bluetooth word mark and logos are owned by Bluetooth SIG, Inc. All copyrights in the Bluetooth
Specifications themselves are owned by Ericsson AB, Lenovo (Singapore) Pte. Ltd., Intel Corporation, Microsoft
Corporation, Apple Inc., Nokia Corporation and Toshiba Corporation. Other third-party brands and names are the property
of their respective owners.
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1 Scope

This Bluetooth document contains the Test Suite Structure (TSS) and Test Cases (TC) to test
the Bluetooth Find Me Profile Specification.

The objective of this test specification is to provide a basis for interoperability tests for Bluetooth
devices giving a high probability of air interface interoperability between different manufacturers’
Bluetooth devices.
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2 References, Definitions, and Abbreviations

2.1 References

This Bluetooth document incorporates, by dated or undated reference, provisions from other
publications. These normative references are cited at the appropriate places in the text and the

publications are listed hereafter.

[1] Bluetooth Test Strategy and Terminology Overview
[2] Bluetooth Core Specification, Version 4.0 or later
[3] Find Me Profile Specification v1.0

[4] ICS Proforma for Find Me Profile, FMP.ICS

[5] GAP Test Specification, GAP.TS

[6] GATT Test Specification, GATT.TS

[7] Immediate Alert Service v1.0

[8] Immediate Alert Service Test Specification, IAS.TS

2.2 Definitions

For the purpose of this Bluetooth document, the definitions from [1] and [2] apply.

2.3 Abbreviations

For the purpose of this Bluetooth document, the definitions from [1] and [2] apply.
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3 Test Suite Structure (TSS)

3.1 Overview

The Find Me Profile is a client of GAP, SDP (BR/EDR), SM (LE) and GATT. This is illustrated in
Figure 3.1.

Find Me Profile Find Me Profile
Find Me Locator Find Me Target
GAP A Service GAP
ATT ATT
G SDP| SM G SDP| SM
ATT ATT
L2CAP L2CAP
LE and/or LE and/or
BR/EDR Controller BR/EDR Controller

Figure 3.1: Find Me Test Model

3.2 Test Strategy

The test objectives are to verify functionality of Find Me within a Bluetooth Host and enable
interoperability between Bluetooth Hosts on different devices. The testing approach is to cover
mandatory and optional requirements in the profile specification and to match these to the
support of the IUT as described in the ICS Proforma.

The basis for the test approach is the general concepts and conformance testing principles
defined in 1ISO/ IEC 9646-1 and ISO/IEC 9646-2; both are part of the OSI Conformance Testing
Methodology and Framework (CTMF).

The conformance test equipment shall provide an implementation of the Radio Controller and
the parts of the Host needed to perform the test cases defined in the Find Me Profile Test
Specification. For some test cases, it is necessary to stimulate the IUT from an Upper Tester. In
practice, this could be implemented as a special test interface, an MMI, or another interface
supported by the IUT. This is illustrated in Figure 3.2.
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Upper
Tester

>
L Lower i UT
Tester |«———»

|
GATT database | o J’ |
(<<Find Me Profile>> I ontroller +
service/characteristics) GATT Server : ATT/GATT/
<<Find Me Profile>>

Air Interface
Figure 3.2: Find Me Profile Client Test Configuration

The Find Me test suite contains Valid Behavior (BV) tests complemented with Invalid Behavior
(BI) tests where required. The test coverage mirrored in the test suite structure is the result of a
process that started with catalogued specification requirements that were logically grouped and
assessed for testability enabling coverage in defined test purposes.

The test suite structure is a tree with the first level representing the protocol groups listed in
section 3.3.

3.3 Test Groups

The following test groups have been defined.

3.3.1 Discovery of Services and Characteristics

This group tests IUT discovery of the Immediate Alert Service and Characteristics. Where
applicable these tests are included by reference from [8].

3.3.2 Features
This group tests IUT implementation of Find Me Profile Features.
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4 Test Cases

4.1 Introduction

4.1.1 Test Case Naming Conventions
Test cases shall be assigned unique identifiers per the conventions in [1]. The convention used
here is <spec abbreviation>/<IUT role>/<class>/<xx>-<nn>-<y>,

Test group abbreviations for class, feature, function, sub-function or capability (as applicable to
this test specification) are defined in Table 4.1.

Identifier Class Identifier <class>

FMP Find Me Profile

FMS Discovery of Services and Characteristics
FMF Features

CL Find Me Locator Role

Table 4.1: Find Me Profile Test Case Naming Convention

41.2 Conformance

When conformance is claimed, all capabilities indicated as mandatory for this Specification shall
be supported in the specified manner (process-mandatory). This also applies for all optional and
conditional capabilities for which support is indicated. All mandatory capabilities, and optional
and conditional capabilities for which support is indicated, are subject to verification as part of
the Bluetooth certification program.

The Bluetooth Qualification Program may employ tests to verify implementation robustness. The
level of implementation robustness that is verified varies from one Specification to another and
may be revised for cause based on interoperability issues found in the market.

Such tests may verify:

* That claimed capabilities may be used in any order and any number of repetitions that is not
excluded by the Specification, OR

* That capabilities enabled by the implementations are sustained over durations expected by
the use case, OR

* That the implementation gracefully handles any quantity of data expected by the use case,
OR

* That in cases where more than one valid interpretation of the Specification exist, the
implementation complies with at least one interpretation and gracefully handles other
interpretations OR

* That the implementation is immune to attempted security exploits.
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A single execution of each of the required tests is required in order to constitute a pass verdict.
However, it is noted that in order to provide a foundation for interoperability, it is necessary that
a qualified implementation consistently and repeatedly pass any of the applicable tests.

In any case, where a member finds an issue with the Test Plan Generator, the Test Case as
described in the Test Specification, or with the Test System utilized, the Member is required to
notify the responsible party via an errata request such that the issue may be addressed.

4.1.3 Pass/Fail Verdict Conventions

Each test case has an Expected Outcome section, which outlines all the detailed pass criteria
conditions that shall be met by the IUT to merit a Pass Verdict.

The convention in this test specification is that, unless there is a specific set of fail conditions
outlined in the test case, the IUT fails the test case as soon as one of the pass criteria
conditions cannot be met and in case this occurs the outcome of the test shall be the Fail
Verdict.

4.2 Setup Preambles

The procedures defined in this section are provided for information, as they are used by test
equipment in achieving the initial conditions in certain tests.

4.2.1 ATT Bearer on BR/EDR Transport

Follow the preamble procedure described in [6] section 4.2.1.1.
4.2.2 ATT Bearer on LE Transport

Follow the preamble procedure described in [6] section 4.2.1.2.

4.3 Discover Services and Characteristics

The procedures defined in this test group verify IUT discovery of the Service and Characteristics
defined in the Find Me Profile Specification [3] by a Find Me Locator IUT.

4.3.1 FMP/CL/FMS/BV-01-1 [Discover Immediate Alert Service using SDP]

e Test Purpose

Verify that the Find Me Locator IUT can discover the Immediate Alert Service using SDP.

e Reference

[3] 4.1

¢ |nitial Condition

Establish an ATT Bearer connection on BR/EDR transport between the Lower Tester and
IUT, see 4.2.
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The Lower Tester includes one instantiation of the Immediate Alert Service, [7], accessible
over BR/EDR.

* Test Procedure

The Upper Tester uses the procedure GATT/CL/GAD/BV-08-C described in [6] with the
UUID to «Immediate Alert» to perform service discovery using SDP.

The IUT sends one or more SDP protocol requests to the Lower Tester.
* Expected Outcome

Pass verdict

The IUT discovers the Immediate Alert Service.

4.3.2 FMP/CL/FMS/BV-02-1 [Discover Immediate Alert Service using GATT for LE]

e Test Purpose

Verify that the Immediate Alert Service can be detected by the Find Me Locator IUT using
GATT for LE.

e Reference
[3]14.1

* |nitial Condition

Establish an ATT Bearer connection between the Lower Tester and IUT, see 4.2.
The Lower Tester includes one instantiation of the Immediate Alert Service, [7].

* Test Procedure

The Upper Tester issues a command to the IUT to discover primary services. There are two
alternatives:

1. Execute the procedure defined in GATT.TS [6] Discover All Primary Services,
GATT/CL/GAD/BV-01-C.

2. Execute the procedure defined in GATT.TS [6] Discover Primary Services by Service
UUID, GATT/CL/GAD/BV-02-C, with the service UUID set to "Immediate Alert".

* Expected Outcome

Pass verdict

The IUT successfully discovers one instance of the Immediate Alert Service.

4.3.3 FMP/CL/FMS/BV-03-I [Discover Alert Level Characteristic for Inmediate Alert]

* Test Purpose

Bluetooth SIG Proprietary & Confidential Page 12 of 16
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Verify that the Alert Level Characteristic for the Immediate Alert service can be detected by
the Find Me Locator IUT.

Reference
[3]4.2
Initial Condition

Establish an ATT Bearer connection between the Lower Tester and IUT, see 4.2.

The Lower Tester includes one instantiation of the Immediate Alert Service, [7], which
includes the Alert Level Characteristic.

The IUT has executed the procedure defined in FMP/CL/FMS/BV-01-1 [Discover Immediate
Alert Service using SDP] or FMP/CL/FMS/BV-02-I [Discover Immediate Alert Service using
GATT for LE], and has saved the handle range for an instantiation of the Immediate Alert
Service.

Test Procedure

The Upper Tester issues a command to the IUT to discover the Alert Level Characteristic for
Immediate Alert Service.

The IUT executes one of the following procedures:

1. Execute the procedure defined in GATT.TS [6], Discover Characteristic by UUID,
GATT/CL/GAD/BV-05-C, with the Service UUID set to «Alert Level Characteristic».

2. Execute the procedure defined in GATT.TS [6], Discover All Characteristics of a Service,
GATT/CL/GAD/BV-04-C.

Expected Outcome

Pass verdict

The IUT successfully discovers the Alert Level Characteristic of the Immediate Alert Service.

4.4 Find Me Profile Features

The procedures defined in this test group verify Find Me Locator IUT implementation of the
Features defined in the Find Me Profile Specification [3] by a Find Me Locator IUT.

4.4.1 FMP/CL/FMF/BV-01-I [Alert Peer Device]

Test Purpose

The Find Me Locator writes a Mild Alert or High Alert in the Alert Level characteristic of the
Immediate Alert service to cause an alert on the Find Me Target.

Reference

[3] 4.3
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* |Initial Condition

Establish an ATT Bearer connection between the Lower Tester and IUT, see 4.2.
The Lower Tester has set its Alert Level characteristic to No Alert.

* Test Procedure

Send a command from the Upper Tester to request the IUT to trigger an immediate alert.
* Expected Outcome

Pass verdict

The IUT uses the Write Without Response procedure to write the Alert Level characteristic
of the Immediate Alert Service in the Lower Tester with the value of Mild Alert or High Alert.

4.4.2 FMP/CL/FMF/BV-02-I [Cancel Alert on Peer Device]

e Test Purpose

After a Mild Alert or High Alert on the Find Me Target, the Find Me Locator writes a No Alert
in the Alert Level characteristic of the Immediate Alert service to cancel the alert on the Find
Me Target.

e Reference
[3] 4.3
* |nitial Condition

Establish an ATT Bearer connection between the Lower Tester and IUT, see 4.2.

An Alert level value of Mild Alert or High Alert has previously been written to the Alert Level
characteristic of the Immediate Alert Service in the Lower Tester.

* Test Procedure

Send a command from the Upper Tester to request the IUT to stop the immediate alert.
* Expected Outcome

Pass verdict

The IUT uses the Write Without Response procedure to write the Alert Level characteristic
of the Immediate Alert Service in the Lower Tester with the value No Alert.

4.4.3 FMP/CL/FMF/BV-03-1 [Verify Bond Status on Reconnection]

e Test Purpose

Verify that the Find Me Locator starts encryption with a previously bonded Find Me Target
on reconnection.
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* Reference

[3] 5.2.3

* |Initial Condition

The IUT and the Lower Tester are bonded.
No connection is established between the IUT and Lower Tester.

* Test Procedure

1. The Lower Tester begins advertising using GAP undirected connectable mode.
2. The IUT establishes a connection to the Lower Tester.
3. The IUT starts encryption when the connection is established.

* Expected Outcome

Pass verdict

The IUT starts encryption when the connection is established.

Bluetooth SIG Proprietary & Confidential Page 15 of 16



9 BIUEtOOth® Find Me Profile

SPECIAL INTEREST GROUP Bluetooth Test Specification

5 Test Case Mapping

The Test Case Mapping Table (TCMT) maps test cases to specific capabilities in the ICS.
Profiles, protocols and services may define multiple roles, and it is possible that a product may
implement more than one role. The product shall be tested in all roles for which support is
declared in the ICS document.

The columns for the TCMT are defined as follows:

Item: contains an y/x reference, where y corresponds to the table number and x corresponds to
the feature number as defined in the ICS Proforma for the Find Me Profile (FMP) [4]. If the item
is defined with Protocol, Profile or Service abbreviation before y/x, the table and feature number
referenced are defined in the abbreviated ICS proforma document.

Feature: recommended to be the primary feature defined in the ICS being tested or may be the
test case name.

Test Case(s): the applicable test case identifiers required for Bluetooth Qualification if the
corresponding y/x references defined in the Item column are supported.

Test Case Applicable: may be used to note if a test is required based on the supported
features.

For purpose and structure of the ICS/IXIT proforma and instructions for completing the ICS/IXIT
proforma refer to the Bluetooth ICS and IXIT proforma document.

Iltem Feature Test Case(s) Test Case
Applicable
EMP 7/1 Write alert level to cause | FMP/CL/FMF/BV-01-I
an alert
EMP 7/2 Write alert level to cancel | FMP/CL/FMF/BV-02-I
an alert
FMP 8/1 AND Uses Immediate Alert FMP/CL/FMS/BV-01-I
2/1 Service over BR/EDR
FMP 8/1 AND Uses Immediate Alert FMP/CL/FMS/BV-02-1
2/2 Service over LE
FMP 8/2 Discover Alert Level FMP/CL/FMS/BV-03-I
characteristic for
Immediate Alert
FMP 8/3 Verify Bond Status on FMP/CL/FMF/BV-03-I
Reconnection

Table 5.1: Test Case Mapping
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