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How to use the generic RSA functionality from the PDL crypto driver

To demonstrate encryption and decryption process you can use attached test project with precompiled
openssil tool.

To encrypt or decrypt RSA operations you should have pair of the two keys: private and public keys.

Step by step instructions to demonstrate generic RSA functionality:

1. Goto tools subdirectory and open command line window
2. Generate and save private key file

Cmd>.\bin\openssl genrsa 2048 > priv_key.txt

3. Save keys data to my-keys.txt file
Cmd>.\bin\openssl rsa -in priv_key.txt -text > my-keys.txt
4. Create public key file
Cmd>.\bin\openssl rsa -in priv_key.txt -pubout -out pub_key.txt
5. Open attached project in the PSoC Creator 4.2
6. Open main_cm4.c file
7. Open my-keys.txt file with keys information in the text viewer

8. Copy modulus data without leading byte


https://www.openssl.org/
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._g Lister - [e\cy-workiternph Use_RSANtools\gen_rsa_keyh keys.ted] - O it
File Edit Options Encoding Help 25 %
Private-Key: (2848 bit) ~
modulus:

[IiHd5 :7@:3e:86:fb:2d: Fc us 15 sﬂ:hh:ca:zﬁ:ﬁs:

.29.35.u?.2ﬂ.58.ﬂs.

FQ:BF:TO:BB:b1-uB:
hh:ca:Sﬁ:Sﬂ:FF:cd:?5:9?:80:80:23:3h:F1

:ue:?6:9?:2c:d2:11:

FF:co:BF:34:8Ba:ch:28:0d:bd:fb-1ezcasBacy9:51:

publicExponent: 65537 (6x18881)
privateExponent:

B0:b6:6b:cP?:b5:3a:47:12:61:55:a7:82:59:-083:3cC:
Bc:37:aB:55eeBacffeB:2c:bP:-9c:@7:dB-7b:ae:
85 :0d:23:a5:8d:63:58:6FcataS-ffzdez2h-68:21:
al:4h:bb:BB:e6:34:23:39:31:51:-8e:7b:28:-cb:d?:
48 :f9:5p:ePzaer:dat6az11:15:cc-aazBo6:65-2b-Ac:

e ca:oB:8b:cF:8diccich:B5:aPhedIBetec B2
A7hAAF~hr"hF-CL-Qd*da-Or-0h=-FR -0 -ha=-A0=-hLD -

9. Place copied modulus data into text editor and make hex byte array (by some search/replace

commands)
(& *new 13 - Notepad++ - [m| *
File Edit Search View Enceding Language Settings Tools Macre Run Pluging  Window 7 X
cEHHEB = E = %y 2 lEE| 5 ,_JE‘B_ [o] @@ »
|_Jnev\ 13Jl|_] w 15 l|_-]:, 14 l|_-]-—= 16 l { Cyp ] emWin.PDL pdsc ]I_'J' l ] Keil MDK-Middleware l di ]
1 Oxd5, 0x70, 0x3e, Ox86, O0xfb, 0x2d, O0xfc, O0x48, 0x15, 0x80, Oxbkk, Oxca, 0x26, g8, Oxbe,
2 O0x25, 0Oxe%, Oxekb, Ox85, Oxlé, 0x21, 0Ox6%9, O0x81, Ox85, Oxed, Oxf2, Oxle, Oxfl, Oxab,
O0xb3, Oxeé6, 0x22, Oxc5, 0x43, 0x23, O0x%bp, Ox55, Oxdf, Ox8f, Ox8f, Oxa2, O0x13, Oxc4,
4 Oxle, Oxcl, 0Ox11, 0Ox68, 0x4f, Oxde, 0x37, O0x05, O0x77, Oxa%, 0x49, Ox6a, Oxde, OxzZe,
5 Oxa5, 0Ox47, 0x20, 0Ox58, 0x08, 0x85, 0x49, 0x31, Ox6a, Oxbé, O0x0b, O0xd0, Oxle, , OxO0f,
& 0x76, 0Ox88, Oxbl, 0x48, Oxas, 0xfl, Ox4c, O0xf0, Ox18, Oxbb, Oxca, 0x8&, 0x30, . 0TS,
7 0x07, Ox80, Ox80, 0x23, 0x3b, 0xfl, 0x41, Ox06, Ox41, Ox02, Ox80, Oxf53, Oxde, , Ox2c,
Oxd2, 0Oxll, 0x40, 0x54, Oxce, 0x59, 0Oxlc, Ox2d, Ox7f, OxE85, 0Ox08, 0x37, 0xTc, Oxed,
g Oxaé, 0xlb, 0Oxe4, 0x30, Oxce, 0Oxed, 0Oxal, Ox4b, 0x40, Oxc3, 0x5f, 0x83, 0xl4, 0x34,
10 0x64, Oxbb, Oxcb, 0xf8, 0xlb, 0x88, 0x83, 0Ox4a, 0x%2, 0x30, Oxb2, 0x87, 0xTc, Oxee,
11 0x32, 0Oxfe, O0xb7, Oxea, 0x12, Ox8a, 0xd3, O0x3c, Oxl4, Ox4e6, OxS5f, Ox02, Ox7T, Oxcd,
12 0Oxal, 0Oxbl, 0x7Tb, Oxb4, 0x78, Oxb4, Oxcl, 0xOb, 0Ox0d, Ox5d, Ox0f, Oxf9, Ox&5, Ox41,
13 0x9f, 0Ox4d, 0x01, 0Oxfb, 0Oxlec, 0x%a, 0x8d, Oxb0, Ox8e, Ox3f, Ox0e, Oxald, 0x63, oxT3,
14 Ox6a, 0x55, 0Ox5d, Oxkd, Oxlec, 0Ox6a, 0x78, Ox3e, Oxfb, Ox62, O0xd7, 0x78, Oxal, , 0x37,
15 Oxa4, Oxec, Oxcg8, 0x78, 0Ox5e, 0Oxéb, 0xdi, 0x32, Ox4f, Oxal, Oxac, Oxfc, 0x43, oxTE,
16 Oxecé&, O0x0f, 0x34, OxBa, Oxec4d4, 0x20, 0x0d, Oxbd, Oxf&, Oxle, Oxca, Ox8a, 0x49, 0xT3
Mormal text file length : 1567 lines: 17 Ln:17 Col:1 Sel: 0|0 Windows (CRLF)  UTF-8 INS

10. Place this produced array to the main_cm4.c file into the appropriate modulus variable
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30

31

32

33 keys - see my_keys.txt */

34 4 8

35 Oxd5, O0x70, Ox3e, O0xB86, Oxfk, Ox2d, Oxfe, Ox48, O0x15, O0=x80, Oxbbk, Oxeca, 0x2Z26, Ox68, 0x48, Oxbe,

36 0x25, 0Oxe%, Oxeb, 0x85, 0Oxlé, 0Ox21, 0Ox6%, Ox&81, 0Ox85, 0Oxeld, 0Oxf2, 0Oxlc, Oxfl, Oxb<4, 0x8a, O=xab,

37 Oxb3, Oxe6, 0x22, Oxc5, Ox43, 0x23, 0x%b>, Ox55, Oxdf, O=xs8f, Ox&8f, Oxa2, 0Ox13, Ox&82, OxOa, Oxc+4,
Oxle, Oxel, Ox=x11, Ox&8, Ox4f, Oxde, O0x37, Ox05, O0x77, O=xa%9, Ox43, Ox6a, Oxde, 0x09, O0x7e, Ox2e,

39 Oxas, 0x20, O=x58, 0Ox08, 0x85, 0=x49, 0x31, 0x6a, Oxbé, 0x0b, 0xd0, Oxle, 0Ox27, 0xf9, O=x0f,

40 OxTaE, | Oxbl, Ox48, OxaL, O0xfl, 0Ox4c, Oxf0, 0Ox18, Oxbk, Oxca, 0xB6, O0x30, Oxff, Oxcd, OxT5,

41 0x07, | 0x80, Ox23, Ox3k, Oxfl, Ox41, Ox06, Ox41, Ox02, Ox80, OxfS5, Oxd4e, Ox76, O0x97, Ox2Zc,

42 O=xd2, | 0x40, 0Ox54, OxXce, 0x59, Oxlc, Ox2d, OxT7E£, O=x85, Ox08, 0x37, OxTc, Oxal, 0xf9, Oxed,

43 Oxaé, | Oxed4, 0x30, Oxce, Oxed, 0xal, Ox4b, 0x40, Oxc3, Ox5f, 0x85, 0xl14, Oxcf, Oxkb&, 0O=x34,

44 Ox64, | Oxcb, Oxfg, Oxlb, OxB8, Ox83, Ox4a, 0x%2, O0x30, Oxb2, 0x87, 0xTc, 0x3b, Oxda, Oxee,

45 =32, | 0xb7T, O=x46, 0Ox9%f, Ox02, 0Ox77, Oxad, 0Oxl1l, O=xcd,

48 Oxal, ! 0x7b, 0x5d, Ox0f, 0Oxf%, O=x65, Oxd3, OxB83, O=x41,

47 0=x9f, o 0=x01, 0=x3f, Ox0Oe, Oxa8, O0x63, Ox03, 0x03, Ox73,

B Ox6Ga, | 0x5d, Oo=x6&62, 0Oxd7, O0x78, Oxal, Ox63, Oxc9, O0x37,

49 Oxad, | Oxci, Oxal, Oxac, Oxfe, O0=x43, O0x39, 0x21, OxTf,

50 Oxcé, | 0x34, Oxle, Oxca, 0Ox8a, 0=x4%, O0x51, O0x7c, O0xT73

51 J*oBe ——

52

53

11. Copy private exponent data from keys text without leading byte

._2. Lister - [c\cy-work\temp\Use_R5A\tools\gen_rsa_key' keys.ixt] - O #
File Edit Options Encoding Help 35 %
B1:fb:1c:%a:8d:bB:8Be:3f:0e:a8:63:083:83:73:6a: ~

CC:Sd:bd:1c:6a:78:3e:fb:62:d7:78:a1:63:c9:37:
ab:ec:cB:7B:Se6b:dB:32:4falzac:fc:b339:21:
FF:cO6:0F:34:Ba:ch:20:0d:bd:fb:1ezcazBa:-49:51:
fci¥3

publicExponent: 65537 {B8x188681)

privateExponent:
[liHbG 2 6b:c?:b5:3a:47:12:61:55:a7:82:59:83:3c:
Bc:37-af:55teeBaffzeAz2chP:9c:A7 :dB:Fb ae:
B5:9d:23:a5:8d 63 :5B:6FcatabFffzde:2h:68:21:
al:44:bb:08:e6:34:23:39:a1:51:8e:7b:28:cb:d2:
4B:f9:5e:ePiaer:dazbaz11:15:cCczaazB6:65:2b:0AC:
he:cat6@:8b:cF:Bd:cc:ch:B5:a:he:d3:Beec:@2:
67 :b6:6F:beobF:55:0d:dazBCc P4 FE-B84a:69:45:
FC18:34:b9:FL4:86:dd:2c:5c:%a:8b:fez2f a2 ef:
b7 :Sfouf:B7:37cd:5Bef29:00:F1:0a:2b:F7:Cch:
92:a30:3b:ef:87:31:5a:b?:bb:3c:01:a8:Ff8:ec:db:
fB:cd:c2:39:e5:9c:8F:bb:3c:77:7b:9cF7:Fd:-0F:
18:b7:87:4F:16:02:11:8fe1:d1:f8:dB:ba:bB:66G:
aci?cifd:Fc:¥7:2B:bc:fb:Sc:f5:hezd?eB:ad:52:
03:81:chH:80:a3:chei Qe SCci31:92 02 :dB:dP:50:
de:83:85:8p:39:4a:% :be:f3:34:b7:8a:96:bd:zab:
d3:55:Fc:bc:63:85:23:aA:68:78:32:6f::cd:eB:bec:
CF:87:Ba:Bc:cB: 87 :b5:5d:7c:cP:69:29:cc32:65:

BA:fe:bc:bB:e8:b3:66:ba: 47 :8c:78:9F:8b:-09:0F:
25:19:Fb:fO:bc:fezBh 15 b2 bbb ebzf :ch:69:b1:

af-a0-a3a3-Rh-%a-hL-20-07-abl-22-20-Aa-rd-9d-7a-

12. Make byte array to place to the C code
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*new 15 - Notepad++ - O X

File Edit Search View Encoding Language Settings Tools Macro Run  Plugins  Window 7 X
sHHBER A sk nl % ER ERpu®|IENREE EE

.new13.J Enew 15m|.new 14.J|.new1E.J|EC‘,'press PDL pdsc .JlEelen PDLpdsc .Jl.1b¢.J|EKellMDKM|ddleware 7.4.0pdsc .JlEI A

Oxb&, O0xéb, 0xc9%, Oxb5, 0x3a, 0O0x47, 0x12, Ox6l, Ox55, Oxa7, 0Ox82, 0x59, 0x03, O0x3c, O0xBc, O0x37,
Oxal, O0x55, Oxee, O0x8a, Oxff, Oxel, 0x2c, 0xb%, 0x%c, 0x07, Oxdg, 0xTb, Oxae, Ox85, 0x%9d, 0x23,
Oxa5, Ox8d, 0x63, 0x58, 0Ox6f, Oxca, 0Oxab, Oxff, Oxde, 0Ox24, 0Ox68, 0x21, Oxal, 0x44, Oxbk, O0x08,
Oxe&, 0x34, 0x23, 0x39, 0Oxal, 0Ox51, 0Ox8e, 0xTk, 0x28, Oxck, Oxd2, O0x48, O0xf9, O0x5e, 0xel, Oxae,
Oxda, Ox6a, 0x11, 0x15, Oxcc, Oxaa, 0x86, 0x65, 0x2b, 0x0c, Ox4e, Oxca, O0x60, O0xB8b, Oxcf, Ox8d,
Oxcc, Oxc4, 0x85, 0O0xal%, 0Ox4e, 0xd3, 0x0e, Oxec, 0x02, 0x67, Oxbé, 0x6f, Oxbc, O0xbf, 0x55, O0x0d,
Oxda, Ox0c, O0x94, OxfB, O0x08, Ox4a, O0x69, Ox45, Oxfe, Ox18, O0x34, Oxb9, Oxf4, Ox86, Oxdd, Oxle,
Ox5c, 0x%a, 0x8k, Oxfe, 0x2f, 0Oxa2, Oxef, Oxb7, Ox5f, Ox4f, Ox07, 0x37, Oxecd, O0x58, Oxef, 0x29,
ox06, Oxfl, Ox0Oa, Ox2b, 0xf7, Oxc4, 0x92, Oxald, 0x3b, Oxef, Ox87, 0x31, 0Ox5a, 0xb%, Oxbb, 0x3c,
0x01, 0Oxal, 0Oxfg8, Oxec, Oxdb, Oxf8, Oxecd, Oxc2, 0x39, 0Oxe5, 0x%c, 0x0f, Oxbb, 0x3c, 0x77, O0x7k,
0x%9c, 0xf7, Oxfd, Ox0f, 0Ox10, Oxb7, O0x87, Ox4f, Oxle, Ox02, O0x11, Ox8f, Oxel, Oxdl, Oxfs8, 0Oxdo,
Oxba, O0xk0, 0O0x66, Oxac, 0Ox2c, Oxfd, 0xTc, O0x77, 0x28, Oxbc, Oxfk, 0Ox5c, Oxf5, Ox4e, 0Oxd2, OxeS,
Oxad, O0x52, 0x93, 0x81, Oxcé, O0x80, 0Oxa3, Oxc4, O0xe7, 0x%e, Ox5c, 0x31, 0x92, Oxe2, Oxd8, OxdS,
0x59, Oxde, 0x83, O0x85, 0Ox8e, 0x3%9, 0x4a, 0x%:, Oxke, O0xf3, 0O0x34, 0xb7, O0xBa, 0x%6, Oxbd, Oxaé,

= 1

B, L TSR R

15 0xd3, 0x55, 0x7c, Oxbec, 0x63, 0x05, 0x23, Oxald, 0x68, 0x78, 0x32, 0Ox6f, OxXcd, Oxel, Oxbec, OxX57,
16 0x87, O0x0a, 0x0c, Oxc8, 0x87, Oxb5, 0x5d, 0xT7c, Oxc9, 0Ox6%9, 0x29, Oxcc, 0x32, 0x65, Oxe4, Oxf9
MNormal text file length: 1382 lines: 16 Ln:& Col:101 Sel: 0|0 Windows (CRLF}  UTF-8 INS

13. Place produced array into appropriate privateExponent variable in the main_cm4.c file

53

54 uintf t privateExponent [RSR MODULO DATA SIZE] =

55§59 ¢

SSE /* private exponent in Big-Endian for a private key - =ee my keys.txt *f
5737 /* 8< BEGIN >8 */

8 Oxk6, Oxéb, O0xc%, Oxb5, 0O0x3a, 0x47, 0x12, Ox6l, 0Ox55, Oxa7, O0x82, O0x59, 0x03, 0x3c, OxBc, Ox37,
59 Oxal, O0x55, Oxee, 0x8Ba, Oxff, 0Oxel, 0x2c, 0xb%, 0x%c, 0x07, 0Oxd8, O0x7b, Oxae, 0x85, 0x%d, 0x23,
&0 Oxab, Ox8d, 0x63, 0x58, Ox6f, Oxca, 0Oxa5, Oxff, Oxde, 0x24, 0Ox68, 0x21, 0Oxal, O0x44, Oxbbk, O0x08,
61 Oxe6, 0x34, 0x23, 0x39, Oxal, 0x51, Ox8e, 0xTk, 0x28, Oxck, 0Oxd2, 0x48, 0xf%, O0x5e, 0xed, Oxae,
62 Oxda, Ox6a, 0x11l, 0x1l5, Oxcc, Oxaa, 0x86, 0x65, 0x2b, 0x0c, Ox4e, Oxca, 0x60, O0x8b, Oxcf, Ox8d,
63 Oxcc, Oxc4, 0x85, 0Oxa%, Ox4e, 0xd3, O0xOe, Oxec, 0x02, 0x67, Oxkb6, O0x6f, Oxbc, Oxbf, 0x55, O0x0d,
64 Oxda, O0x0Oc, 0x%94, Oxf8, 0Ox08, Ox4a, 0x69, 0x45, Oxfc, 0x18, 0x34, O0xb9, O0xf4, O0x86, 0Oxdd, Ox2c,
85 Ox5c, 0x%a, 0x8k, Oxfe, Ox2f, 0Oxa2, Oxef, Oxb7, Ox5f, Ox4f, 0Ox07, 0x37, Oxcd, O0x58, Oxef, 0Ox29,
13 Ox06, 0Oxfl, 0OxOa, 0x2k, Oxf7, O=xc4, 0x%2, 0Oxald, 0x3b, Oxef, OxE87, 0x31, 0Ox5a, 0xb9, 0O=xbb, O0xX3c,
67 0x01, 0Oxald, 0Oxf8, Oxec, Oxdb, 0xf8, Oxecd, Oxc2, 0x39, 0Oxe5, 0x%c, Ox0f, Oxbb, 0x3c, O0x77, O0xXTb,

8 0x%c, O0xf7, Oxfd, Ox0f, 0x10, Oxb7, O0x87, Ox4f, Oxle, 0Ox02, Ox11, Ox8f, Oxel, Oxdl, Oxfg, OxdO,
69 Oxka, Oxbk0, 0x66, Oxac, 0Ox2c, 0Oxfd, O0x7c, 0x77, 0x28, Oxbec, O0xfb, O0x5c, 0xf5, Ox4e, 0Oxd2, O0xed,
70 Oxad, O0x52, 0x%93, 0x81, Oxcé, O0x80, 0Oxa3, Oxc4, 0xeT7, 0x%e, O0x5c, 0x31, 0x%92, Oxe2, Oxdg, Oxd9,
71 0x59, Oxde, 0Ox83, Ox85, Ox8e, 0x39, Ox4a, 0x%b, Oxbe, Oxf3, 0x34, 0xb7, 0Ox8a, 0x%&, Oxbd, 0Oxas,
T2 0Oxd3, 0x55, 0x7c, Oxbc, Ox63, 0x05, 0x23, Oxal, Ox68, 0x78, 0x32, Ox6f, Oxcd, Oxel, Oxbc, Ox57,
73 0x87, O0x0a, 0x0c, Oxc8, Ox87, Oxk5, O0x5d, 0xT7c, O0xc9, 0x69, 0x29, Oxcc, 0x32, 0Ox65, 0Ox64, Oxf9
—,.4[_E /% Be END >8 */

T54L}:
76

14. Place public exponent value (value 0x10001 is a standard de-facto value for the public exponent) into
publicExponent variable in the main_cm4.c file

/% Little endian exponent for a public key - sese my keys.txt ®=f
uintZ t publicExponent[32] = { 0x01, 0Ox00, Ox01 }:

* Please note:

All information produced by openssl tool are in the octet-string format (Big-Endian)!

You must revert it manually or by special revert function Cy_Crypto_Rsa_InvertEndianness() to
the Big Integer (Little-Endian) format before using!
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This project performs revert the key data at lines 200-201 and revert the signatures at lines 204-
205.

Now all keys data and signatures are ready to use!

15. Encrypt plain text file my-text.txt by public key and save encrypted data to my-encrypt.hex file

Cmd>.\bin\openssl rsautl -inkey pub_key.txt -encrypt -raw -in my-text.txt -hexdump
-out my-encrypt.hex

16. Open my-encrypt.hex file and copy encrypted data into text editor to make source code byte array

B Lister - [ch\cy-work\ternpiUse_RSA\Vtools\my-encrypt.hex] — O st

File Edit Options Encoding  Help 100 %

hﬂﬂﬂ - hc 23 13 b8 F1 63 e5 2c-62 a3 45 2f a8 85 B4 b7 L*...c.,b.E/f....

8818 - 68 4d 48 33 28 6c e? Ba-ee 64 92 ba di 87 bb bA hHH3{1...d......

8828 - 51 f7 ca 78 4fF e6 52 88-1c 83 c7 ec 75 ee Fa Ba Q..x0.R..... ...

8838 - 67 1Ff 78 18 35 5a 39 73-c2 7b 71 5F 37 ab 9b d& g.p.589s.{q_7...

8848 - 2F 32 B6 94 67 eB 22 cil1-ba 47 el 69 V2 26 d¥ a7 2.9 G.irk..

8858 - 56 88 2f 90 bd 65 76 c3-b5 64 dB 67 9c 91 81 @6 U./..ev_.d.g....

8868 - bde 72 dB8 16 Od 48 ch f8-1e 25 68 c5 44 £5 a? 8c nr...@__ % .D...

8878 - 53 51 ad 5d 81 22 1a b3-ad 3a 2d a7 a1 89 19 Ad b |

8888 - eb af B2 ce 85 93 4F cV-8Bc ba 32 38 68 8d 82 b5  ...... 0...28....

8898 - 69 f5 ea bf el 67 el 69-1F 37 98 ak 11 4a 32 22 j R b |

8da@ - af cb 16 b7 ae 689 8b 1c-2c c1 b6 19 b4 38 cd cd ........ R | -

8@b8 - 26 87 b1 df ee ad 68 2b-7d 72 34 82 4d 9c 57 %e Beanan- h+}r4 M. W.

B8cH - 71 f4 57 Qe 74 £d 57 eB-%9a B1 86 4b 8c 2f 74 43 q.W.t.W....K./tC

88d8 - da c4 81 24 44 42 9b £F-87 37 bc 15 b5 33 56 92 ...%DB.. 7. .30,

88eB@ - 69 97 9F 75 3f a6 ef 81-29 82 17 d6 8 98 dB 98 1.au?. i )eeennns

88F8 - 8 aa bd 2b 84 98 f8 79-7f 59 db 39 e? 9f 19 68 S TN - ||

€ >

17. Place produced array into the rsaEncrypted variable

81 ATA SIZE] =
83 L - T BEGIN ——————m————————— 8 =/
B4 O0x4c, 0Ox2a, 0x13, Oxb8, O0xfl, 0x63, 0Oxel, 0x2c, 0Ox62, 0Oxa3, 0x45, 0x2f, 0O=xal8, 0Ox05, 0Ox04, 0xb7,
85 0x68, Ox4d, 0O=x48, 0x33, 0x28, Ox6c, 0xed, 0x8a, Oxee, Ox6&64, 0x9%2, Oxba, O=xd4, 0x87, Oxbb, O0xbl,
Be 0x51, O0xf7, Oxeca, O0x78, Ox4f, Oxe&, O0x52, Ox88, Oxle, 0OxB83, Oxc7, Oxec, O0xT5, Oxee, Oxfa, 0x8a,
87 0x67, Ox1f, 0Ox70, Ox18, Ox35, Ox5a, 0x39, O0x73, Oxc2?, OxTh, 0x71, Ox5E, 0x37, Oxab, Ox%b, Oxd4,
B8 Ox2f, 0x32, Ox86, Ox%4, 0x67, Oxeg, O0x2Z, Oxcl, Oxba, 0x47, Oxe4, 0x62, Ox72, OxZ&, OxdE, OxaT7,
8O 0x5&, OxE88, Ox2f, Ox90, Oxbd, 0x&5, 0x76, Oxc3, Oxb5, Ox64, Oxd8, 0Ox&7, OxS9c, Ox91, Ox01, Ox0&,
90 Oxée, 0x72, OxdE8, Oxlé, Ox0d, O0x40, Oxc4, Oxf0, Oxle, 0Ox25, O0x60, Oxc5, 0Ox44, Oxf5, OxaZ, Oxic,
g1 0x53, Ox51, Oxaé6, Ox>5d, Ox8l, Ox22, Oxla, Oxb3, Oxad, 0x3a, Ox2d, Oxa7, Oxal, Ox89, Ox13, OxO0d,
=) Oxeb, Oxaf, O0x82, Oxce, Ox85, 0x9%3, O=x4f, 0Oxc7, 0Ox0Oc, Oxba, 0x32, 0x30, O=x08, Ox8d, 0x02, 0Oxbs5,
93 0x&9, O0xf5, Oxea, Oxbf, Oxel, O0x07, Oxel, Ox&%, Oxl1f, O=x37, O0x%0, Oxa4, O=xl1l, Oxd4a, Ox32, O=22,
94 Oxaf, Oxcb, Oxl6, Oxb7, Oxae, 0x09, O0x0b, Oxlc, OxZ2c, Oxcl, Oxb6, 0x19, Oxb4, 0x38, Oxcd, Oxcd,
85 Ox26, O0x87, Oxbl, Oxdf, Oxee, Oxad, 0x=x6&63, 0x2b, O0x7d, Ox72, 0x34, 0x02, O=x4d, Ox%c, 0x57, O0x%e,
98 0x71, Oxf4, 0O=x57, Ox%e, Ox74, Oxfd, 0=57, Oxel, Ox%a, Ox81, Ox06, Ox4b, OxBc, Ox2f, Ox74, O0x43,
97 Oxda, Oxc4, O0=x01, Ox24, 0x44, 0x42, 0xSb, Ox£ff, Ox&87, Ox37, Oxbc, 0x15, Oxb5, 0x33, O0x56, Ox952,
98 0x69, 0x97, O0x9f, 0x75, 0x3f, Oxa6, Oxef, Ox81, Ox29, Ox82, 0x17, Oxd6, Oxf0, Ox98, Oxd0, 0x98,
g 0xfg8, Oxaa, Oxbd, O0x2b, O0x04, O0x%8, Ox£f0, Ox79, Ox7f, Ox5%, Oxdb, 0x3%, Oxe9%, OxS8f, Ox19, OxeE,
100 - END =—=mm—mmmmmmm o >8 =/

101 ;

102{9 /* === PLACE KEY'S DATA GIVEN FRCM cpenssl HERE === =

18. Open my-text.txt file in the hex viewer and copy all data



A
W

CYPRESS

- EMBEDDED IN TOMORROW™
L) Lister - [c\cy-work\temp'\Use_RSA\taols\my-test.bid] — O hd
File Edit Opticns Enceding Help 100 %
goeenoAa: 53 6F 6D 6% 28 78 65 6F|78 6C 65 28 61 63 63 65 | ﬁume people acce
goeee018: 70 74 20 74 68 65 28 77|6F 72 6C 64 28 61 73 280 | pt the world as
g088A020: 69 74 28 69 73 2E 70 54|68 65 6E 28 74 68 65 72 | it is. Then ther
0eeeaa3a: 65 92 F3 28 T4 68 65 28|72 65 73 74 20 6F 66 28 | e’s the rest of
ggeee04a: 75 73 96 74 68 65 28 78|65 6F 70 6C 65 28 F7 68 | usEthe people wh
goneeeasa: 6F 28 73 65 65 28 72 6F|6F 6D 20 66 6F 72 280 69 | o see room for i
ggeeeaca: 60 78 72 6F 76 65 6D 65|6E 74 28 61 6E 64 20 74 | mprovement and t
g008A870: 69 6E 6B 65 72 20 77 69|74 68 20 77 68 61 74 28 | inker with what
goeeaasa: 6D 6F 73 74 28 74 61 6B|65 28 66 6F 72 28 67 72 | most take for qgr
g0800098: 61 6E 74 65 64 2E OD BA|BD BA 57 65 20 73 65 65 | anted..... We see
goeenona: 20 61 20 77 6F 72 6C 64|20 6F 66 28 70 72 6F 62 | a world of prob
0080A0BA: 6C 65 6D 73 20 41 A4E 44|28 49 54 28 49 53 20 41 | lems AHD IT IS A
00@0e0CaA: 57 45 53 4F 4D 45 2E 28|58 72 6F 62 6C 65 6D ¥3 | WESOME. Problems
goAeeADA: 28 67 65 Fu 208 75 73 20|74 68 69 6E 6B 69 6E 67 | get us thinking
008086EA: 2E 28 58 72 6F 62 6C 656D 73 28 78 75 73 68 280 | . Problems push
B00@ABFA: 62 6F 75 OE 64 61 72 69|65 73 2E 2E 2E 20 @D BA | boundaries... ..

19. Make byte array from that data and place it into rsaDecrypted variable. This data will be used to check
correctness of the decryption operation

103

104! CY ALIGN(4) wuintf t rsaDecrypted[R5A MODULO DATA SIZE] =

1059 /*

106 "Some people accept th Then there’s the rest of us-the people who sSee room"”

107 " i t most take for gran W a world of problems AND"

108 " king. Problems push boundaries... ‘\n"

109 L=/

1103 {

111 f* 8« ————— BEGIN —~—————————————— 8 *4

112 0x53, Oxef, 0Oxe6d, 0x65, 0x20, 0x70, Oxe5, Oxef, Ox70, Oxéc, Oxe5, Ox20, Oxel, O=x63, 0Ox63, Oxe65,
113 0x70, 0x74, 0x20, 0x74, 0Ox68, 0x65, 0x20, 0x77, Ox&f, 0x72, Ox6c, Ox&4, 0x20, Ox61, OxT3, 0x20,
114 0x69, 0x74, O0x20, O0x69, 0x73, Ox2Ze, 0x20, Ox54, Ox68, 0x65, Ox6e, O0x20, 0x74, Ox68, 0x65, 0x72,
115 0x65, 0x92, 0x73, O0x20, 0Ox74, Ox68, Ox65, O0x20, Ox72, 0Ox65, Ox73, Ox74, 0x20, Ox6f, O0x66, 0x20,
116 0x75, 0Ox73, Ox96, Ox74, Ox68, Ox65, 0x20, Ox70, Ox65, Oxe6f, Ox70, Ox6c, 0x65, O0x20, 0xT7, OxXE8,
117 ox6f, 0x20, 0x73, Ox65, Ox65, Ox20, O0x72, Ox6f, Ox6f, Ox6d, Ox20, Ox66, Ox6f, Ox72, 0x20, Ox69,
118 oxed, 0x70, 0x72, Ox6f, 0Ox76, 0x65, Oxed, 0x65, Oxés, O0x74, 0x20, Ox61, Oxés, Ox64, O0x20, OxX74,
119 0x69, Ox6e, Ox6b, O0xX65, 0x72, 0x20, 0x77, 0x69, OxT4, Ox68, Ox20, Ox77, Ox68, Ox6l, OxT74, 0Ox20,
120 ox6d, Ox6f, 0x73, Ox74, 0x20, Ox74, Ox6l, Ox6h, Ox65, 0x20, Ox66, Ox6f, 0x72, O0x20, Ox67, 0x72,
121 Ox6l, Ox6e, Ox74, Ox65, O=x64, OxZe, Ox0d, OxOa, Ox0d, OxOa, Ox57, Ox65, O0x20, O0=x73, Ox65, Ox65,
122 0x20, 0Ox61, 0x20, 0x77, Ox6f, 0x72, Ox6c, 0x64, O0x20, Oxef, Ox66, Ox20, 0x70, Ox72, Ox&ef, Ox&2,
123 Ox6c, 0x65, Ox6d, O0x73, 0x20, Ox41, Oxde, Ox44, O0x20, 0x49, Ox54, O0x20, 0x49, Ox53, 0x20, Ox41,
124 0x57, 0Ox45, 0x53, Ox4f, Ox4d, Ox45, Ox2e, O0x20, Ox50, 0x72, Ox6f, Ox62, Ox6c, Ox65, 0x6d, 0xT3,
125 0x20, 0Ox67, 0x65, 0x74, 0x20, 0x75, 0x73, 0x20, Ox74, Ox68, 0x69, Ox6=, Ox6éb, Ox6%9, Oxé=, OxXE7,
126 Ox2e, 0x20, 0Ox50, 0x72, Ox6f, Ox62, Oxéc, Ox65, Oxed, O0x73, 0Ox20, Ox70, Ox75, O=x73, O=x6€8, Ox20,
127 Oxe&2, Oxe6f, O0x75, Oxée, Ox64, Oxel, 0xT2, O=x63, O0Ox65, O0x73, Ox2e, Ox2Ze, OxZe, O0x20, Ox0d4, Ox0a,
128 f# 8¢ ———— o ———— END ———————————— 8 */

129 H

130

20. Set breakpoint to line 237 of the main_cm4.c file
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2323

2423

25217
253
254

/* Decrypt reverted cipher data (as Big Integer) by private key */
cryptoStatus = Cy Crypto_Rsa Proc(écy privateKey.keyStruct, (const uint3Z ©¥)rsaEncrypted, sizeof (rsaEncrypted), (uint3Z © ¥)rsaOutput, &cryptoRsaContext);

cryptoStatus = Cy Crypto_Sync(CY CRYPTC_SYNC BLOCKING) ;

if (cryptoStatus = CY CRYPTO _SUCCESS)

/* Compare reverted form of the source and result data */
Cy Crypto_Str MemCmp(rsaOutput, rsaDecrypted, RSA MODULC_DATA SIZE, &compareResult, &cryptoMemContextPtr);

/* Wait crypto become available */
Cy_Crypto_Sync (CY_CRYPTC_SYNC_BLOCKING) ;

if(0 != compareResult)

{
/* "actual Result is NOT EQUAL to Expected Result™ */
Cy_SysLib_Halt (0):

¥

/* To use result of the RSA operation you shoul revert it to octet-string (Big-Endian) form */
Cy_Crypto Rsa InvertEndianness(rsaCutput, RSA MODULO DATA SIZE);

21. Run project in Debug mode

22. Observe successful comparison of the rsaDecrypted and rsaOutput variables

23. Call Cy_Crypto_Rsa_InvertEndianness() function to revert the rsaOutput variable (line 253) and
observe that rsaOutput contains the same data as plain text.

Watch 1 * 3 X
Mame Walue Address Type Radix ~
— @0 x53'S (08025294 (A1) |unsigned char |Default | ~
— @1 DxkF o’ Dee0B025255 (Al) |unsigned char |Default | ~
— @2 Ox&D 'm’ 008025256 (Al) |unsigned char |Default | ~
— @3 DwB5 e Dee0B025297 (A1) |unsigned char |Default | ~
@4 D20 08025258 (Al) |unsigned char |Default |
— @5 [N (08025299 (A1) |unsigned char |Default |
@6 DxB5 e 08025294 (All) |unsigned char |Default |
—w 7 DxEF o’ (08025298 (All) |unsigned char |Default | ~
@3 D70 °p O 0802525C (All) |unsigned char |Default | ~
— %9 eC T (ec08025290 (Al [unsigned char |Default | ~
@ 10 k5 e Ox0B02525E (All) |unsigned char |Default | ~
— @ 11 o220 (ee0802529F (AIl) |unsigned char |Default | ~
@12 [ Oec0B0252480 (All) |unsigned char |Default | ~
— @13 DxB3'c (08025241 (All) |unsigned char |Default | ~
@ 14 [T Dee0B025242 (All) |unsigned char |Default | ~
@ 15 DxB5 e (08025243 (All) |unsigned char |Default | ~

@ 15 D70 p Dee08025244 (All) [unsigned char |Default | ~ v
M = = A AmAAea s e s - . -~
a Locals E watch 1 | [z Registers | |=] Memory 1 |

Please note:
To use results of the RSA encrypt/decrypt functions you should revert it to octet-string (Big-
Endian) form.



