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This document provides debugging support via a SEGGER J-Link Pro debug probe. It is intended for software

developers of Bluetooth applications that use Cypress® WICED™ Studio and CYW20706A2 System on a Chip (SoC).
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1 Introduction
This document provides help to those debugging Bluetooth applications for CYW20706A2 [2] developed using WICED
Studio. To debug a Bluetooth software application, perform the following steps:
1. Prepare the application being debugged by making the following makefile changes:

In the makefile.mk of the debug application, add the DEBUG compilation flag as shown below.

R

# Application sources.
S

APP SRC = hello sensor.c
C FLAGS += DEBUG

a.

b. Define the SWD interface.

S

# SWD CK: SWDCK ON UART TXD, SWDCK ON P11
# SWD_IO: SWDIO ON UART RXD, SWDIO ON P31, SWDIO ON P15
FHAFA A A A A R A

C _FLAGS += -DSWD CLK=SWDCK_ON_UART TXD
C FLAGS += -DSWD IO=SWDIO ON UART RXD

¢ If P31 is used as the SWDIO signal, the PUART interface will be unavailable since this pin will be repurposed for
the SWD interface. Hence, application traces should not be routed to the PUART interface.

2. Program the target board with the application to be debugged.
e For initial programming, refer to the WICED Studio Quick Start Guide [1]. Pertinent programming sections in [1]:
a. Connect the WICED Development Board.
b. Verify Driver Installation.

¢. Build and Load a Sample Application.
o If a target board has been programmed but the nonvolatile storage has been or is presumed to be corrupted, then
see Appendix D: Recovering a Corrupt WICED Development Board in [1].

3. Set up the debug environment (see Section 2).
4. Set up the target board for debugging (see Section 5).

5. Initiate a debugging session (see Section 7).

2 Setting up for Debugging
To prepare for a debugging session, configure the setup shown in Figure 1.
For a list of the hardware and software items that pertain to Figure 1, see Section 3.

For information on the custom cable that connects the J-Link JTAG/SWD port (J52) to the serial wire debug (SWD)
port (J27) on the target board, which in this case is the CYW920707V2_EVAL board (see Section 4).
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Figure 1. Debug Setup
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3 Hardware and Software Requirements
Revision Description of Change
Reference design board A hardware reference design board based on a Cypress CYW2070x SoC.

Throughout this document, a Cypress CYW920707V2_EVAL board is assumed to
be the target board.

SEGGER J-Link Pro debug probe A debug probe provided by SEGGER Microcontroller GmbH & Co. KG. See
www.segger.com for debug probe information.

The J-Link Pro contains a GNU Project Debugger (GDB) server that connects to
GDB running remotely (typically within the Cypress WICED Studio IDE). The
GDB server receives GDB commands, communicates those commands serially
to the debug target via the J-Link Pro’s 20-pin JTAG connector, and forwards
target responses back to GDB.

Debug target to J-Link cabling A cable connecting the debug target (J27 SWD port of the CYW920707V2_EVAL)
to the J-Link 20-pin JTAG/SWD connector.

(See Debug Target to J-Link Serial Wire Debug Connections).

PC A computer that hosts the following software items:
e  The Cypress WICED Studio IDE

. J-Link Pro GDB server interface GUI and driver software. On a Windows
system, the Windows J-Link Software Package (JLinkGDBServer.exe)
provides the GDB server interface GUI.

. J-Link Commander
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Revision Description of Change

PC to J-Link Pro Ethernet cable (optional) Although optional, this interface is required for those wanting to connect the J-Link
Pro as a network node. Use of this option allows J-Link configuration via a web
server on the J-Link Pro.

This interface is required if the USB interface is not used.

PC to J-Link Pro USB cable (optional) This interface is available to those not requiring network access to their J-Link
Pro, and is required if the Ethernet interface is not used.

e In this document, all references to GDB are references to GDB executing within the Cypress WICED Studio IDE.
Although it is possible to run GDB outside of WICED Studio, doing so will preclude using some of the automated
debug capabilities in WICED Studio.

4 Debug Target to J-Link Serial Wire Debug Connections

Figure 2 shows the connections between J27 of the CYW920707V2_EVAL board and the J-Link JTAG/SWD connector
as well as other required connections at each of those connectors.

Figure 2. J-Link to Debug Target Cable
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e To be able to reset the CYW920707V2_EVAL board directly from the debugger, connect pin 15 of the JTAG/SWD
connector (Figure 2) to J22 pin 1 of the CYW920707V2_EVAL board.

5 Setting Up the Target Board for Debugging

If the target board has not been programmed with the target application to be debugged, then first program the target
board with the target application (see [1]); otherwise, perform the following steps:

1. Ensure that the PC to target board USB connection is disconnected.

2. Attach a 3.2V power supply to the board by connecting TP1 to 3.2V and TP2 to ground.
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3. Remove all jumpers on J26 to ensure the FTDI chip does not interfere with the SWD signals.

Figure 3. Target Board Setup for Debugging
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6 Debug Configuration

Before launching the Debug perspective, ensure the Debug Configuration is as follows:
1. Open the Debug Configurations window.

~
-

f«sam:cumwcmvm!mnmmua

. | B R T PN WYES~ O @ DO QPN el e e e t
T 1 VACKD Smart Ready debug Quick Access s ('; CiCes | 5 Debug
Lifropect. 5 B Ouwliee = O 4 al_tmes_sppc Dyleag As 2 -5 & Make Target
- . Oetug Corfigurations... .
e S APPLICATION_START Organe Favar £ pekid &
+ &5 WICED-SmartReady-SOK . r CICATION, () s - = A
4 & Apps wiced_set_debug wart{ WICELO ROUTE_OESUC_ 1O PUSAT )
2 hal o< _app wiced bt_stack_islt( sasple tiser spp sanagesent chack ) & Seweh 31 -
> bl gpa_ipp 1 g
@ Nl_swram _spp - Ol =
> bl pusrt_agp . » L N search results svasdatle. Start 3 search from the
@ Wl pwm app macch Sy
PR L = | BCenmle 1 [—",\ SR 2@-riv=0

A — 2 FEVE Bk i TS £ ConamBash 0T

L WIKTO-SmartReady- SOK/ Appe/hal_temer_apg dal_timer_app.c

2. Select the WICED Studio debug selection under GDB Hardware Debugging in the left pane of the configurations
window.

3. Under the Main tab, ensure the C/C++ Application is pointing to your project’'s last build.elf file.

WWW.Cypress.com Document No. 002-16762 Rev.** 5


http://www.cypress.com/

YPRESS

Embedded in Tomorrow™

Debugging Support Using a J-Link Probe

4.

In the Project field, make sure the appropriate project is selected.

type hiter text

[ C/Ce = Application
[T C/Ce« Artach to Apphication
[€] C/C++ Postmortem Debugger
[€] C/Co+ Remote Application
4 [€] GOB Hardware Debugging

[€] WICED Senart Ready debug
B Launch Group
v Remote JavaScrpt

Filter matched § of 9 tems

@

; T e —— o =
# Debug Configurations pny 3 “
Create, manage, and run configurations ﬁ_

il R AR

Name WICED Smant Ready debug
ng_gﬁ_ . choqqu o Sunup 5 Sow« E;ommon-_ .
C/Ce+ Application: H
C\Usersyguliod Decuments\ WICED\WICED- SrmaatReady-SOK-1.0.1\budd\echipse_debug\last_built.elf

[ Browe. |

Breyect:
WICED-SmartReady-SDK-1.0.1
Buid (if required) before Liunching

Build configuration:

Use Active
(V] Select configueation using ‘C/Ce + Application’

© Disable suto build
of

Enable auto build
Use workspace settings

e W\ an;

Using GDB (DSF) Hardware Debugging Launcher - Select other.. l

5.

= Debug Configurations e 7 L |

Under the Debugger tab, set the configuration settings as shown below.

iR AR SR
type filter text

| [€] C/C+» Application
[€] C/C+ = Attach to Application
[€] C/Ce « Postmortem Debugger
[€] C/C+ » Remote Application
[€] GOB Hardware Debugging

[€] WICED Smast Ready debug
& Launch Group
v Remote JavaScript

Fiter matched B of 9 tems

@

Create, manage, and run configurations

Neme  WICED Smart Ready debug
1) Main | $5 Debugger . # Startup ' Source | [ Commen ‘
GDB Setup -
GO8 Command: “

WICED\WICED-SmartReady-SOK-1.0.1\Tools\ARM_GNU\bin\ Win3Z\arm-none- eabe-gdb.exe | Browse...| | Vaciables...|

Remote Target
V] Use remote target

JTAG Device: | Generic TCP/P -

Host name or IP address:  locathost
Port number: 233

[¥] Foece thread st update on suspend

Using GDB (DSF) Hardh Debugging L h
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6.

Lastly, under the Startup tab, match the following configuration settings.

Ol 15 : :

Create, manage, and run configurations

XIE®~ Name: WICED Smart Ready debug

type fiiter text 3 Main %5 Debugger | = Startup . 11 Source’ [ Common
[€] C/Ce = Application Initialization Commands 2
[€] C/Ce» Antach to Applicaticn
n b
(€] C/Co» Postmortem Debugger eset and Delay (seconds):
[€] C/C+ = Remote Apphication 7 Hait
4 [T GDB Hardware Debugging
[€] WICED Smart Ready debug
‘ # Launch Group
| » Remote JavaScnpt ¥
| Load Image and Symbols
Load image

Users\jguillor\Documents\WICED\WICED-SmarntReady-SOK-1.01\busdd\echpse_debug\last_bus

project binary

¥ Load symbols
@ Use project binary:  Users\jguillod\Documents\WICED\WICED-SenartReady-SDK-1.0.1\busid\echipse_debug\last_bu
Use file !

Symbols offset (hex):

Runtime Options
Set program counter at (hexk

Set breakpoint at:
Resume
Run Commands
stepi -

Using GDB (DSF) Hardware Debugging Launcher - Select other,

Fiter matched 8 of 9 itemys

7. Click Apply and close the Debug Configurations window.

7 Running the Debugger
To debug a software application that previously has been loaded to a target device, perform the following steps:

1. Verify the debug setup (see Figure 1 on page 3).
2. Set up the target board if it has not yet been set up (see Section 2).
e  When setting up the target board for debugging, connect the USB cable between the PC and the J-Link Pro
before connecting the J-Link Pro JTAG/SWD port to the target board.

3. Reset the target board by pushing and releasing the onboard reset button (SW2) or from within the debugger (see
the note following Figure 2 on page 10 in order to reset via the debugger).

4. Start the GDB server, which in Windows can be done using the Windows J-Link Software Package

(JLinkGDBServer.exe).
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5. Set up the GDB server. In the Cypress evaluation setup, the following configurations were used (see Figure 4 on
page 8 for a GBD configuration screenshot example):

e Connection to J-Link: UsB

e Target device Cortex-M3
e Target interface SWD

e Speed 1000 kHz

Figure 4. GDB Server Configuration

SEGGER J-Link GDE Server V4.84c - Config [

Connection boJ-Link
i LISE [T Senal Mo,
i~ TCPAP

Tanget device
[Cortex-M3 |

T Ao selection
o

@ [1000 | kHz

Comenand lire option
[-sﬁer_'t USE -denvice Cortex-M 3 -if SWD -zpeed 1000
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6. Click OK to close the GDB server configuration window. After closing the configuration window, verify that the

three J-Link and CPU indicators are green.

EJ| SEGGER J-Link GDE Server V4.84¢

(S

| Ele_tep |
GDEB [Waiting for connection J sl SwO speed [1000kHz ] Ejﬁwmﬂw
JdLink [Connected B Curent SWD|speed [1000 kHz g Emﬁw
CPU [CortexM3 I ov] e endon =] [ E:Lw
Logoupu _Searko |
SEGGER J=Link GDE Server W4 84c GUI Version -

JLinkAREM .dll V4. 84c (DLL compiled Apr 16 2014 18:53:07)

————GDE Sexver start settings————
GDBInit file:

J-Link Host interface

Connecting to J=Link. ..
J-Link is connected

Hardware: V8.00
SN

Featur=(=s): RDI,
Target voltage: 3.00 ¥V

Listening on TCP-IP port
Connecting to target. .

£l

10 Bytes downloaded

none
GDB Server Listening port: 2331

SW0 raw ocutput listening port: 2332

Terminal I-0 port: 2333

Accept remote connection: localhost only
Generate logfile: of f

Verify download: of f

Init regs on start: of f

Silent m off

Single run mods: of £

Target connection timeout: £ sec.

————— J=Link related sattings—————
USE

J=Link script: none
J-Link settings file: nons
----- Target related settings——————
Target dewvice: Cortex-H3
Target interface SHD
Target interface speed: 1000kH=
Target endian: little

Firmware: J-Link ARM V8 comnpiled Hov 25 2013 19:20:08

FlashDL,K FlashBP,K JFlash
Checking target voltage. ..

2331

.Connected to target
Waiting for GDB comnmection. . .

1 JITAG device
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6.

# C/Ce+ - WICED-Smant- SO/ Apps/pwen_tones/pwm_tones.c - WICED Smart I0E

In the WICED Studio IDE, click the Debug icon and select WICED debug.

fle £t Source Refactor Navigate Seaxch Project Trace fun Window Melp

hesl) S
SR A S - 2 Taar § Rl IR [ \ﬂ.--~xun,,--dG-IEl-O’Q.'_‘;-v" ALY wiLye
k Acces o | [ ]
& Project Explover ) pwm_tonesc B Make Targes il &= =
(Z) » o] * Copyright 2014, Broadt om poration .. o dean
> ola_secure firer & -~
> prowmay ** #ile “f Exgressonm
& pronmity, cien = o et T y TARIC
o & pwm_tenes ’ - P Name Value NO Setads %0
& maketiemi rston Py Sox e
- current selecton
i pwmtoness ~ ) Comole
« ’ x * ’
Weitable

X5

v O

7.

For example:

a. Type spar_debug_ continue
b. Change the default value 0x0 to a nonzero value.
c.

Click Resume (click Run > Resume or press F8)

= o =% o —— -
P b s Suge Seegen gt Papn Jew e e
. wlw dQUW

Open the Expressions window (Window > Show View > Other > Expressions) and type an expression.

DR & B O L UL S
L L N Vo—
Yoo a0 — .
e Pt ot s o » o _ttq reane e
Bt e @ e b Ay omrais anos
o
e
o &4 Expressions 23 1] =
B+ XR(rI ~
Expression Type Value T
(9« spar_debug_continue volatile UINT8
w# Add new expression

8.

n

Www.Ccypress.com

Set breakpoints where the CPU is to be halted by double-clicking in the left margin of the code window.
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9. Step into, over, and out of instructions using the IDE buttons.
Upon resuming, the Suspend button in the IDE may not halt the CPU. If you experience this behavior, use the J-Link
Commander tool to halt the processor (see Figure 5). After halting succeeds, the IDE will reveal that the CPU has been

halted.

Figure 5. J-Link Commander Example for Halting the CPU

-
B4 J-Link Commander

SEGGER J-Link Commander U4. E1h ' for help?

iled IfI]n‘ 16 2814 18:53:

ion U4.84c, conm .l.'l Apr 16

J-Link H}-.I'I UE compiled How

- * g .88
RDI .FlashDL,.FlashBP.JFlazh

UTarget 989U
Info: Found SWD-DP with ID Bx2BAB147Y
Info: Found C +2pl, Little endian.
£ » (BP? slots and 2 literal slots

Info: FPUnit: ¢ 4
JIAG device, Total IRLen = 4:
H3 didentified.

nterface speed: 188 kH=

Link>halt
C BRBABEEAE

ABBAAS9C,. CycleCnt -
fpBpBBBA. R2 = FFFFFABBA,. R3 Bp2@18DbD

400860008, R1
RS ABBAARAA,. Re =
H11= GRERPBERA

3
HHHHHHHH R? @0EPPRAe,. Ri0- B2 li'l'l:lﬂ
- BAEZE463

3288688
AR2A36B34,. MEP= GB2BA3DE. PEP= BB2H3834. R14<LR>
R = B1lOABBEA. IPSR = BAA (HoE
SEF = Ba.

IFH PPPPPB: APSR = nzc q. E
CONTROL = B2, FAULTMASK = 88, BASEPRI

11
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office closest to you, visit us at Cypress Locations.

Cypress Products PSoC® Solutions
ARM® Cortex® Microcontrollers  cypress.com/arm PSoC 1| PSoC 3| PSoC 4 | PSoC 5LP
Automotive cypress.com/automotive Cyp ress Develo per Commun ity (C DC)
Clocks & Buffers cypress.com/clocks . . -
Forums | Projects | Videos | Blogs | Training | Components
Interface cypress.com/interface
. _ WICED IloT
Internet of Things cypress.com/iot
Lighting & Power Control Cypress.com/powerpsoc Uniting CDC and WICED Solutions
Memory cypress.com/memory Technical Su pport
PSoC cypress.com/psoc cypress.com/support
Touch Sensing cypress.com/touch
USB Controllers cypress.com/usb
Wireless/RF cypress.com/wireless

PSoC is a registered trademark and WICED and PSoC Creator are trademarks of Cypress Semiconductor Corporation. All other trademarks or registered
trademarks referenced herein are the property of their respective owners.

Cypress Semiconductor Phone : 408-943-2600

#EYPRESS 198 Champion Court Fax : 408-943-4730
San Jose, CA 95134-1709 Website : www.cypress.com

Embedded in Tomorrow™

© Cypress Semiconductor Corporation, 2016. This document is the property of Cypress Semiconductor Corporation and its subsidiaries, including
Spansion LLC (“Cypress”). This document, including any software or firmware included or referenced in this document (“Software”), is owned by Cypress
under the intellectual property laws and treaties of the United States and other countries worldwide. Cypress reserves all rights under such laws and
treaties and does not, except as specifically stated in this paragraph, grant any license under its patents, copyrights, trademarks, or other intellectual
property rights. If the Software is not accompanied by a license agreement and you do not otherwise have a written agreement with Cypress governing
the use of the Software, then Cypress hereby grants you a personal, non-exclusive, nontransferable license (without the right to sublicense) (1) under its
copyright rights in the Software (a) for Software provided in source code form, to modify and reproduce the Software solely for use with Cypress hardware
products, only internally within your organization, and (b) to distribute the Software in binary code form externally to end users (either directly or indirectly
through resellers and distributors), solely for use on Cypress hardware product units, and (2) under those claims of Cypress’s patents that are infringed
by the Software (as provided by Cypress, unmodified) to make, use, distribute, and import the Software solely for use with Cypress hardware products.
Any other use, reproduction, modification, translation, or compilation of the Software is prohibited.

TO THE EXTENT PERMITTED BY APPLICABLE LAW, CYPRESS MAKES NO WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, WITH REGARD
TO THIS DOCUMENT OR ANY SOFTWARE OR ACCOMPANYING HARDWARE, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. To the extent permitted by applicable law, Cypress reserves the right to make
changes to this document without further notice. Cypress does not assume any liability arising out of the application or use of any product or circuit
described in this document. Any information provided in this document, including any sample design information or programming code, is provided only
for reference purposes. It is the responsibility of the user of this document to properly design, program, and test the functionality and safety of any
application made of this information and any resulting product. Cypress products are not designed, intended, or authorized for use as critical components
in systems designed or intended for the operation of weapons, weapons systems, nuclear installations, life-support devices or systems, other medical
devices or systems (including resuscitation equipment and surgical implants), pollution control or hazardous substances management, or other uses
where the failure of the device or system could cause personal injury, death, or property damage (“Unintended Uses”). A critical component is any
component of a device or system whose failure to perform can be reasonably expected to cause the failure of the device or system, or to affect its safety
or effectiveness. Cypress is not liable, in whole or in part, and you shall and hereby do release Cypress from any claim, damage, or other liability arising
from or related to all Unintended Uses of Cypress products. You shall indemnify and hold Cypress harmless from and against all claims, costs, damages,
and other liabilities, including claims for personal injury or death, arising from or related to any Unintended Uses of Cypress products.

Cypress, the Cypress logo, Spansion, the Spansion logo, and combinations thereof, WICED, PSoC, CapSense, EZ-USB, F-RAM, and Traveo are
trademarks or registered trademarks of Cypress in the United States and other countries. For a more complete list of Cypress trademarks, visit
cypress.com. Other names and brands may be claimed as property of their respective owners.

WWW.Cypress.com Document No. 002-16762 Rev.** 13


http://www.cypress.com/
http://www.cypress.com/?id=1062
http://www.cypress.com/products
http://www.cypress.com/products/32-bit-arm-cortex-mcus
http://www.cypress.com/applications/automotive-solutions
http://www.cypress.com/products/clocks-buffers
http://www.cypress.com/products/interface
http://www.cypress.com/internet-things-iot
http://www.cypress.com/products/powerpsoc-power-controllers
http://www.cypress.com/products/memory-products
http://www.cypress.com/psoc/
http://www.cypress.com/products/touch-sensing
http://www.cypress.com/products/usb-controllers
http://www.cypress.com/products/wirelessrf
http://www.cypress.com/psoc
http://www.cypress.com/products/psoc-1
http://www.cypress.com/products/psoc-3
http://www.cypress.com/products/psoc-4
http://www.cypress.com/products/psoc-5lp
http://www.cypress.com/cdc
http://www.cypress.com/forum
http://www.cypress.com/projects
http://www.cypress.com/video-library
http://www.cypress.com/blog
http://www.cypress.com/training
http://www.cypress.com/cdc/community-components
http://www.cypress.com/iot
https://community.cypress.com/welcome
http://www.cypress.com/support
http://www.cypress.com/support
http://www.cypress.com/

